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Table 1: {fi | 5-shot #E/R IS FPEAL GRS (IR @1 %) . A * MBI IORER LLM, i A W3
TR A R BLE TR R . M Incorrect Pointer % Bounds Checking f51 %5 T4E
{ESSHE R A B RS0 A SRS i e B I . 41 Correct ZRm Ir B A i A A S 88 52 A e 1l 1 1
Bl fha, 4 Total 5 T Ay 245 MES H EAEETF @1,

Institution Model Incorrect Incorrect Memory  Buffer Bounds Correct | Total
Pointer  Privilege Leak Overflow Checking

ol *& 12.68 21.43 13.51 20.37 23.15 28.57 | 23.67

OpenAl 03-mini *& 19.72 18.75 18.92 12.96 15.74 26.53 | 22.04

GPT-40 & 33.80 34.82 32.43 33.33 36.11 42.86 | 38.78

DeepSeek DeepSeek-R1 * 32.39 21.43 13.51 20.37 23.15 42.86 | 40.00
p DeepSeek-Chat 38.02 39.29 36.49 44.44 43.52 51.02 | 46.53

Met Llama-3.1-70b-instruct 12.68 18.75 12.16 16.67 22.22 2245 | 2245
et Llama-3.1-8B-Instruct 0.00 11.61 0.00 12.96 9.26 10.20 | 10.61
QwQ-32B-Preview * 14.08 23.21 20.27 20.37 23.15 2245 | 24.08

Qwen Team Qwen2.5-72b-instruct 25.35 26.79 24.32 25.93 30.56 34.69 | 32.24
Qwen?2.5-Coder-7B-Instruct 0.00 8.04 0.00 3.70 5.56 4.08 4.90

Anthropic ~ Claude-3.5-sonnet & | 39.44 41.96 39.19 48.15 39.81 46.94 | 44.90
ByteDance  Doubao-1.5-pro 2 | 50.70 48.21 45.95 40.74 52.78 63.27 | 55.1
Incorrect Pointer Incorrect Privilege —A— Memory Leak Buffer Overflow —— Bounds Checking —¥-- Correct - Average
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Table 2: (i LLM A= R AILTE H 8 TEIA AT SCAS R
(% ), T 245 MES . FORHER LLM,
BARAY B IR FIERE A . A SRR, il
ARIRCHIBRC IR .

Model ‘ Syntax Error Semantic Error
ol *& 52.65 23.67
03-mini ** 51.02 26.94
GPT-40 & 35.10 26.53
DeepSeek-R1 * 32.65 26.53
DeepSeek-Chat 31.02 24.90
Llama-3.1-70b-instruct 44.90 32.65
Llama-3.1-8B-Instruct 67.76 23.67
QwQ-32B-Preview * 66.53 9.39
Qwen2.5-72b-instruct 42.25 25.31
Qwen2.5-Coder-7B-Instruct 86.12 11.02
Claude-3.5-sonnet | 2245 32.65
Doubao-1.5-pro & | 23.67 21.22
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JUA LR 1) BEETIREE e, KRAGES
IR pass@1 PEREM T F . XA THFERAE
e R A A AZ SIS I ) U 3 22 (AR R X DAVE RS
PRI IR . 2) SEdF R R e T 1%
GERIERBE AR U, 140, GPT-4o 7
FT A IR 20 _E ARG 2T ol Fl 03-mini. [F]
#f:, DeepSeek-R1 A1l DeepSeek-Chat, jX4&%
MEHE 1 PIERss R Hit, FERER
SERES T, KR E RS,
SRR B AT f 2 T A .

4.5 RIGREEE

AT RR, E54~>) (ICL) R0
TREGEFHA (LLM) MA REGIT4EH 3R
BOB 4510 fie 7 (Brown et al., 2020; Dong et al.,
2022) o FEA T A R E R G TR i, 2
HEM T BE St AR FIAAD S B A AR B TE ) 7 151 X6
PERESE A HIE . FEAMIH, AR
RTAFICL %, HAE TR, FREA,
ZREATTAEAZS], E S Fos. [HETE
W, BT BB B ASRIRE R BT, FRAT)
HERR T % ol Fil DeepSeek-R1 i1t FATHY
WAL, SHEAREE (RERTERS) &
BUEF ek, FraBA R %R 0 %,
KSR TAEBRAE R G IR T 5= T /R 1) 2L
PEo RGN BIARAE, B AL 2 R
LLM ) pass@ 1 PERE#a T4 . (HSRTERENE,
DeepSeek-Chat bl 380 A9 7R 3k 45 T 58
KIEFAL . BAATE BFEANESE T 03-mini fIL T
DeepSeek-Chat, (HFE =FEAFN FLAEANEE
HFEIA & GPT-40 Fll DeepSeek-Chat, Ff1{
T H 8 FH ) e A TS 2R A T R 4
JRIL, XA REXTEE R G RAE SP K R
2 2] BE IR R

5 i

FATFIA T OSVBench, —A~ ] F 74l LLM
FEAE SRR 2R 58 A A BTy T 2 B P
KEEME o I RF AT AL AE AL R 5 B )
AL, iz ARMEk R LLM 7R K TR SO 55 i
SRLTRITEARANTE 3o AT 12 15K LLM
AP E R T H Y HIAEA B BLX 2T 55 7
R RBRYE, I HA RSP R B 2
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Table 3: X fii F 5-shot & R MBIRL BT BHE BB ZHERE L (BE BII%%) . %) Syntax error F
Semantic error FinA BRI TIFIIRME MG E B F# . M Incorrect Pointer 3| Correct HIFLFEM
55 $2 R i T RS B TR, X SR e B s T A A ARG SE 2R AL 43 2 . Total 4545

Fe AL P A HHR AR Y SR R RS AMRE R

N R BIIER

— A

AN USRI NI, M5 NEER

Model Syntax Semantic Incorrect Incorrect Memory Buffer Bounds Correct Total
ode Error Error Pointer Privilege Leak Overflow Checking orree o
GPT-40 16.47 (1.25) 12.31(2.08) 17.02(5.13) 17.81(3.33) 6.12(2.17) 8.33(3.03) 17.39(1.75) 17.86(0.00) | 14.67 (1.56)
DeepSeek-Chat | 8.57 (6.25) 14.75(0.00) 2.27 (4.65) 8.82(1.61) 6.52(0.00) 10(0.00) 6.56(3.51) 20.83(0.00) | 11.45 (2.59)
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FAnE AR, R T A B ST &
KPR T Boa, BETARSS B E TR
T AN, FEE LLMs 3 AR e AT 451
ATz ) 38 NP ERRAR ) XU, X 7] fE
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SRS S, DAY B TPl LLMs 752 4%
1 B AR AR R IR 55 v ) SR

FATV IR B R AR B H 0 5 R RN

= o

[

o BEAh, FATRGE KGNS 4 4R 1) IR 1
HZIVHE .

References

2025. Linux cve announcement. https://lore.
kernel.org/linux-cve-announce/.  Accessed:
2025-2-14.

Toufique Ahmed, Kunal Suresh Pai, Premkumar De-
vanbu, and Earl Barr. 2024. Automatic semantic
augmentation of language model prompts (for code
summarization). In Proceedings of the IEEE/ACM
46th international conference on software engineer-
ing, pages 1-13.

Sidney Amani, Alex Hixon, Zilin Chen, Christine
Rizkallah, Peter Chubb, Liam O’Connor, Joel
Beeren, Yutaka Nagashima, Japheth Lim, Thomas
Sewell, et al. 2016. Cogent: Verifying high-
assurance file system implementations. ACM
SIGARCH Computer Architecture News, 44(2):175—
188.

Ben Athiwaratkun, Sanjay Krishna Gouda, Zijian
Wang, Xiaopeng Li, Yuchen Tian, Ming Tan,
Wasi Uddin Ahmad, Shiqi Wang, Qing Sun,
Mingyue Shang, et al. 2022. Multi-lingual evalu-
ation of code generation models. In The Eleventh
International Conference on Learning Representa-
tions.

Jacob Austin, Augustus Odena, Maxwell Nye, Maarten
Bosma, Henryk Michalewski, David Dohan, Ellen
Jiang, Carrie Cai, Michael Terry, Quoc Le, et al.
2021. Program synthesis with large language mod-
els. arXiv preprint arXiv:2108.07732.

William R. Bevier. 1989. Kit: A study in operating
system verification. IEEE Transactions on Software
Engineering, 15(11):1382-1396.

www.xueshuxiangzi.com


https://lore.kernel.org/linux-cve-announce/
https://lore.kernel.org/linux-cve-announce/

Tom Brown, Benjamin Mann, Nick Ryder, Melanie
Subbiah, Jared D Kaplan, Prafulla Dhariwal, Arvind
Neelakantan, Pranav Shyam, Girish Sastry, Amanda
Askell, et al. 2020. Language models are few-shot
learners. Advances in neural information processing
systems, 33:1877-1901.

Cristian Cadar, Daniel Dunbar, Dawson R Engler, et al.
2008. Klee: unassisted and automatic generation of
high-coverage tests for complex systems programs.
In OSDI, volume 8, pages 209-224.

Tej Chajed, Joseph Tassarotti, Mark Theng, M Frans
Kaashoek, and Nickolai Zeldovich. 2022. Verify-
ing the {DaisyNFS} concurrent and crash-safe file
system with sequential reasoning. In 16th USENIX
Symposium on Operating Systems Design and Imple-
mentation (OSDI 22), pages 447-463.

Haogang Chen, Tej Chajed, Alex Konradi, Stephanie
Wang, Atalay fleri, Adam Chlipala, M Frans
Kaashoek, and Nickolai Zeldovich. 2017. Verify-
ing a high-performance crash-safe file system using
a tree specification. In Proceedings of the 26th Sym-
posium on Operating Systems Principles, pages 270—
286.

Haogang Chen, Daniel Ziegler, Tej Chajed, Adam Chli-
pala, M Frans Kaashoek, and Nickolai Zeldovich.
2015. Using crash hoare logic for certifying the fscq
file system. In Proceedings of the 25th Symposium
on Operating Systems Principles, pages 18-37.

Mark Chen, Jerry Tworek, Heewoo Jun, Qiming Yuan,
Henrique Ponde de Oliveira Pinto, Jared Kaplan,
Harri Edwards, Yuri Burda, Nicholas Joseph, Greg
Brockman, et al. 2021.  Evaluating large lan-
guage models trained on code. arXiv preprint
arXiv:2107.03374.

Tianyu Chen, Shuai Lu, Shan Lu, Yeyun Gong,
Chenyuan Yang, Xuheng Li, Md Rakib Hossain
Misu, Hao Yu, Nan Duan, Peng Cheng, et al. 2024.
Automated proof generation for rust code via self-
evolution. arXiv preprint arXiv:2410.15756.

Coq. 2025. The coq proof assistant.
inria.fr/. Accessed: 2025-2-14.

https://coq.

Russ Cox, M Frans Kaashoek, and Robert Morris.
2011. Xv6, a simple unix-like teaching operating
system.

Dafny. 2025. Dafny: The dafny programming and
verification language. https://dafny.org/. Ac-
cessed: 2025-2-14.

Ole-Johan Dahl, Edsger Wybe Dijkstra, and Charles
Antony Richard Hoare. 1972. Structured program-
ming. Academic Press Ltd.

Leonardo De Moura and Nikolaj Bjgrner. 2008. Z3:
An efficient smt solver. In International conference
on Tools and Algorithms for the Construction and
Analysis of Systems, pages 337-340. Springer.

Yangruibo Ding, Zijian Wang, Wasi Ahmad, Han-
tian Ding, Ming Tan, Nihal Jain, Murali Krishna
Ramanathan, Ramesh Nallapati, Parminder Bhatia,
Dan Roth, et al. 2024. Crosscodeeval: A diverse
and multilingual benchmark for cross-file code com-
pletion. Advances in Neural Information Processing
Systems, 36.

Qingxiu Dong, Lei Li, Damai Dai, Ce Zheng, Jingyuan
Ma, Rui Li, Heming Xia, Jingjing Xu, Zhiyong Wu,
Tianyu Liu, et al. 2022. A survey on in-context learn-
ing. arXiv preprint arXiv:2301.00234.

Vijay D’silva, Daniel Kroening, and Georg Weis-
senbacher. 2008. A survey of automated techniques
for formal software verification. IEEE Transactions
on Computer-Aided Design of Integrated Circuits
and Systems, 27(7):1165-1178.

Richard J Feiertag, Karl N Levitt, and Lawrence Robin-
son. 1977. Proving multilevel security of a system
design. ACM SIGOPS Operating Systems Review,
11(5):57-65.

Yu Hao, Guoren Li, Xiaochen Zou, Weiteng Chen, Shi-
tong Zhu, Zhiyun Qian, and Ardalan Amiri Sani.
2023. Syzdescribe: Principled, automated, static
generation of syscall descriptions for kernel drivers.
In 2023 IEEE Symposium on Security and Privacy
(SP), pages 3262-3278. IEEE.

Isabelle. 2025. Isabelle: A generic proof assistant.
https://isabelle.in.tum.de/. Accessed: 2025-
2-14.

Bart Jacobs and Frank Piessens. 2008. The verifast
program verifier. Technical report, Technical Re-
port CW-520, Department of Computer Science,
Katholieke ---.

Juyong Jiang, Fan Wang, Jiasi Shen, Sungju Kim,
and Sunghun Kim. 2024. A survey on large lan-
guage models for code generation. arXiv preprint
arXiv:2406.00515.

Carlos E Jimenez, John Yang, Alexander Wettig,
Shunyu Yao, Kexin Pei, Ofir Press, and Karthik R
Narasimhan. 2023. Swe-bench: Can language mod-
els resolve real-world github issues? In The Twelfth
International Conference on Learning Representa-
tions.

Matthew Jin, Syed Shahriar, Michele Tufano, Xin
Shi, Shuai Lu, Neel Sundaresan, and Alexey Svy-
atkovskiy. 2023. Inferfix: End-to-end program re-
pair with llms. In Proceedings of the 31st ACM
Joint European Software Engineering Conference
and Symposium on the Foundations of Software En-
gineering, pages 1646—1656.

Gerwin Klein, June Andronick, Kevin Elphinstone,
Toby Murray, Thomas Sewell, Rafal Kolanski, and
Gernot Heiser. 2014. Comprehensive formal verifi-
cation of an os microkernel. ACM Transactions on
Computer Systems (TOCS), 32(1):1-70.

www.xueshuxiangzi.com


https://coq.inria.fr/
https://coq.inria.fr/
https://dafny.org/
https://isabelle.in.tum.de/

Gerwin Klein, Kevin Elphinstone, Gernot Heiser, June
Andronick, David Cock, Philip Derrin, Dhammika
Elkaduwe, Kai Engelhardt, Rafal Kolanski, Michael
Norrish, et al. 2009. sel4: Formal verification of an
os kernel. In Proceedings of the ACM SIGOPS 22nd
symposium on Operating systems principles, pages
207-220.

Gerwin Klein, Thomas Sewell, and Simon Winwood.
2010. Refinement in the formal verification of the
sel4 microkernel. In Design and Verification of Mi-
croprocessor Systems for High-Assurance Applica-
tions, pages 323-339. Springer.

Chris Lattner and Vikram Adve. 2004. Llvm: A
compilation framework for lifelong program analy-
sis & transformation. In International symposium
on code generation and optimization, 2004. CGO
2004., pages 75-86. IEEE.

K Rustan M Leino. 2010. Dafny: An automatic pro-
gram verifier for functional correctness. In Inter-
national conference on logic for programming ar-
tificial intelligence and reasoning, pages 348-370.
Springer.

Ziyang Luo, Can Xu, Pu Zhao, Qingfeng Sun, Xi-
ubo Geng, Wenxiang Hu, Chongyang Tao, Jing Ma,
Qingwei Lin, and Daxin Jiang. 2023. Wizardcoder:
Empowering code large language models with evol-
instruct. In The Twelfth International Conference on
Learning Representations.

Lezhi Ma, Shangqing Liu, Yi Li, Xiaofei Xie, and Lei
Bu. 2024. Specgen: Automated generation of for-
mal program specifications via large language mod-
els. arXiv preprint arXiv:2401.08807.

Luke Nelson, Helgi Sigurbjarnarson, Kaiyuan Zhang,
Dylan Johnson, James Bornholt, Emina Torlak, and
Xi Wang. 2017. Hyperkernel: Push-button verifica-
tion of an os kernel. In Proceedings of the 26th Sym-
posium on Operating Systems Principles, SOSP *17,
page 252-269, New York, NY, USA. Association for
Computing Machinery.

Liam O’Connor, Zilin Chen, Christine Rizkallah, Sid-
ney Amani, Japheth Lim, Toby Murray, Yutaka
Nagashima, Thomas Sewell, and Gerwin Klein.
2016. Refinement through restraint: Bringing down
the cost of verification. ACM SIGPLAN Notices,
51(9):89-102.

Michael Sammler, Rodolphe Lepigre, Robbert Kreb-
bers, Kayvan Memarian, Derek Dreyer, and Deepak
Garg. 2021. Refinedc: automating the foundational
verification of ¢ code with refined ownership types.
In Proceedings of the 42nd ACM SIGPLAN Inter-
national Conference on Programming Language De-
sign and Implementation, pages 158-174.

Chaofan Shou, Jing Liu, Doudou Lu, and Koushik Sen.
2024. Llméfuzz: Guided fuzzing of smart con-
tracts with large language models. arXiv preprint
arXiv:2401.11108.

Helgi Sigurbjarnarson, James Bornholt, Emina Torlak,
and Xi Wang. 2016. {Push-Button} verification of
file systems via crash refinement. In 72th USENIX
Symposium on Operating Systems Design and Imple-
mentation (OSDI 16), pages 1-16.

Bruce J Walker, Richard A Kemmerer, and Gerald J
Popek. 1980. Specification and verification of the
ucla unix security kernel. Communications of the

ACM, 23(2):118-131.

Chengpeng Wang, Yifei Gao, Wuqi Zhang, Xuwei
Liu, Qingkai Shi, and Xiangyu Zhang. 2024a.
Llmsa: A compositional neuro-symbolic approach
to compilation-free and customizable static analysis.
arXiv preprint arXiv:2412.14399.

Chengpeng Wang, Wuqi Zhang, Zian Su, Xiangzhe Xu,
Xiaoheng Xie, and Xiangyu Zhang. 2024b. Llmdfa:
Analyzing dataflow in code with large language
models. Advances in Neural Information Process-
ing Systems, 37:131545-131574.

Chengpeng Wang, Wuqi Zhang, Zian Su, Xiangzhe Xu,
and Xiangyu Zhang. 2024c. Sanitizing large lan-
guage models in bug detection with data-flow. In
Findings of the Association for Computational Lin-
guistics: EMNLP 2024, pages 3790-3805.

Chungiu Steven Xia, Matteo Paltenghi, Jia Le Tian,

Michael Pradel, and Lingming Zhang. 2024.
Fuzz4all: Universal fuzzing with large language
models. In Proceedings of the IEEE/ACM 46th

International Conference on Software Engineering,
pages 1-13.

Chenyuan Yang, Zijie Zhao, and Lingming Zhang.
2023a. Kernelgpt:  Enhanced kernel fuzzing
via large language models. arXiv preprint
arXiv:2401.00563.

Shuo Yang, Wei-Lin Chiang, Lianmin Zheng, Joseph E
Gonzalez, and Ion Stoica. 2023b. Rethink-
ing benchmark and contamination for language
models with rephrased samples. arXiv preprint
arXiv:2311.04850.

Daoguang Zan, Bei Chen, Fengji Zhang, Dianjie Lu,
Bingchao Wu, Bei Guan, Wang Yongji, and Jian-
Guang Lou. 2023. Large language models meet
nl2code: A survey. In Proceedings of the 61st An-
nual Meeting of the Association for Computational
Linguistics (Volume 1: Long Papers), pages T7443—
7464.

Lichen Zhang, Shuai Lu, and Nan Duan. 2024. Selene:
Pioneering automated proof in software verification.
arXiv preprint arXiv:2401.07663.

www.xueshuxiangzi.com


https://doi.org/10.1145/3132747.3132748
https://doi.org/10.1145/3132747.3132748

Spec_condl Cond1

Y
Cond2

¥ Y

0

vY
Condg
Y

Spec_cond2
Conds
Y N
9
@ &
11

Figure 6: {RASHLHLIE 73 B N EOIRAS (Figure 710
i sys_close 245 (Figure 9 )). fRicly “0ld”
R RTINS, itrieh
“Newl” B “New2” B35 s ik T I MRS
W G WITE NRIRAS « SRR T 3R BTG |5
W LR 24

6

i

16
17

A APk 1

B MRS A IER R . FEFRAT Rk
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REFHIA T & BUER G, X R LR,
HERRI BTN . 3 24 ) R B RRS ) 2%
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B, AU RV AE— NS =0T R RN RAE,
itk < Desc, Impl, Model >, iX—#IJE R, Sk
T A RIS R AEAT 45 e 1), LLM Y 5E
WHIF KT RediA (Desc) , SRJ5 4R EIAHMN
RN (Impl) . )5, EWAGEE S
P AR T RG24 AL (Model ) O fif
FEDUN B SO A R RS .

40, Figure 9 27K T X RS # A sys_close
PERAr LB DhRE ATt <iX 9 M T g it
TR SCIFRFF R DAARC IR AR, I
WD BRI U AT T8 Ak, REE
SR SO A A SR S5 | s
SR)5, LLM 7E Figure 9 f) L12-14 F1 52 {7 2| 4H
KEYNZAISSEEL, 40 Listing 2 iR .

AR g AR AR A Figure 8 F1Z5E G715 Figure 2
TR, AR EIRPIRASHLEAS RO YT
41 Listing 1 ff7~ ) Figure 7 W) L13-15,

TEX HL, LLM BHE a0 “PERE ) SCH-id 7227
2 BHIARIERRE R “newl.procs[pid].ofile”, “iF

Figure 7: 248 sys_close Figure 9 fARSHLIE
e FEX— EF3CH, “IH” FoRws NAIRAS,
P17 B Er 37 RORBEJE I NAZIRAS .

def sys_close(old, pid, fd):
spec_condl = z3.And(

z3.And(pid > @, pid < dt.NPROC),

# condl.

z3.And(fd >= @, fd < dt.NOFILE),
# cond2.

z3.0r(
pid == old.current,

old.procs[pid].state == dt.
proc_state.PROC_ZOMBIE),

# cond3.
z3.And(z3.UGT (old.procs[pid].
ofile(fd), @), z3.ULT(old.

procs[pid].ofile(fd),
NFILE)) # cond4.

dt.

)

newl = old.copy()

fn = newl.procs[pid].ofile(fd)

newl.procs[pid].ofile[fd] = z3.
BitVecVal (@, dt.fn_t)

newl.procs[pid].nr_fds[fd] -= 1

newl.files[fn].refcnt[(pid, fd)] -=
1

spec_cond2 = z3.And(newl.files[fn].
refcnt() == @) # cond5.

new2 = newl.copy()

new2.files[fn].type =
FD_NONE

new2.files[fn].value =
(0, dt.uint64_t)

new2.files[fn].offset =
(0, dt.off_t)

new2.files[fn].omode =

dt.file_type.
z3.BitVecVal
z3.BitVecVal

z3.BitVecVal

(0, dt.uint64_t)
new3 = util.If(spec_cond2, new2,
newl)
return spec_condl, util.If(
spec_condl, new3, old)
FEAT JF 300 4 b 77 0 B0 & R R

“new1.procs[pid].nr_fds[fd]”, i “SCF095 | T
B WfEREA “newl files[fn].refent[(pid, fd)]” .
B E RSO, “newl” R IEIRA, T
“newl.procs[pid]” MF§&E T, 555,

B NARIRS A L. AT A HE R AR
LR, AR 5 e Figure 2 i 2 R 40
TEREE S MR BN AIRES . XS RETR
B LLMs $UTERIERE, FoNFLZ RE AW
K IR AR Y 251 Figure 6 /R T H
T RGN sys_close FEUY NAZIRTS 4
AR, BRI %1 spec_condl Fl 251
spec_cond2 #FIH R, PIAZHE IR FRAS newl.
A A spec_condl i /& {H 451 spec_cond2
AW, WERBHEPRES new2. f)E, WH
Z4F spec_cond1 A1 451 spec_cond2 # A L,
WAZPRFFTERS old.
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Figure 8: il i) —&R .

Figure 9: 2%t sys_close M CAS L HL .

class KernelState(BaseStruct):
procs Proc ()
pages Page ()
files File ()
pcipages = PCIPage ()
pci = PCI()

class Proc(Struct):
ofile = Map(pid_t, fd_t, fn_t)
nr_fds = Refcnt(pid_t, fd_t, size_t)
class File(Struct):

refcnt = Refcnt(fn_t, (pid_t, fd_t),

size_t)
class PCIPage(Struct):
owner = Map(pn_t, devid_t)
valid = Map(pn_t, bool_t)

class PCI(Struct):

owner = Map(devid_t, pid_t)

Listing 1: Relevant state-machine specification.

newl.procs[pid].ofile[fd] =
(0, dt.fn_t)

newl.procs[pid].nr_fds[fd] -= 1

newl.files[fn].refcnt[(pid, fd)] -=1

z3.BitVecVal |

B h ARSI R

FATM xv6 W% (Cox et al., 2011) H¥EF T H
PR B R A B NAZ LB, AR s
1 2 A AR Y I A 3R T B R A N A%
W 2w LB B A 1 L L AR A TRl 2R 28, ol
Linux 4% (lin, 2025) .

RIEHHEAL . 40 Figure 10 (a) foR, ANIE
R 1R A 2 PR R N AZ R RETEAE 35 IRAS
Bt (TSS) Hi%'E iomb FEL, MHAARFERINE
(0), XseiFH PasEERE BT VO 54
b [ TR, SRR AR Se i A
W, UIEECE, BRI AR ST R G AR
JE o

AR . RGN Figure 10 (b) s, kA
BRI K A2 TR AN A AR BB IRHIE size &
TN, SR, — N size 25350
(uint)i + size FEEC it , Sed i kA o
VIR AT ). X AT RESFECNAEE A,
FEUG R B8 SO I A I AR, TR E
ST

WAEI R . 40 Figure 10 (¢) R, PAEHTE
B B — MR EA] S R . 2476 F-3RT
FERC A T30 (PTEs) B, %% 00 H 5%
i (PDE) , #RFMN T —NIERME 5K
HEFITG, MARYHIAH. X SEfAH

int sys_close(pid_t pid, int fd) {
if (!is_pid_valid(pid)) // Cond1.
return -ESRCH;
if (lis_fd_valid(fd))
return -EBADF;

// Cond2.

clear_fd(pid, fd);

}
static inline void clear_fd(pid_t pid,

int fd) {

file = get_file(get_fd(pid, fd));
proc->ofile[fd] = 0;

--proc->nr_fds;

if (--file->refcnt == @) { // Cond5.

}

Listing 2: Relevant potentially buggy code implemen-
tation according to the functional description.

proc->ofile[fd] = 0;
--proc->nr_fds;
--file->refcnt;

I, IXEEPAEA IR BB AT, FTRERE S
R RS AR R R G TEUR .
AIERARFEEr . 40 Figure 10 (d) fis, H5iRTE
£ bug KA R switchuvm() K%K 5 7 D)
RS IR (TSS) AT R BN VE A S HtL 3 ik
Ep. SR, PREQEA M p K/ kstack
B, Mg | H T 45 proc. XFPFEEY
A S ENAZIRS R AN IE W%

e D3t . 40 Figure 10 (e) fraw, 2o X ik
HR AR AR A D TR N AR B R LR K cpu->id
(APIC IDs) 52 22ry 7 EME bR, EHIEFH
A cpus L ZRE . W APIC IDs 25
HIBANTESER, BORFSEGEUA NAETTE), AT
SWRNENAT, SIRRGEARE, W5A%
A .

C RBIFs

ROk, BATHEAT ROV, A2
X SO IR AR AR A

EYEH R, woE, OB R — MBS
WO . XM REELERZE WA
sys_map_pcipage FPRZSHUILIE A W E . %
RS H T RER AR R B IR IE Y m AR
EEWAFER PCT T, AN 1 RS H B e
Listing 3 &7,

LLM A= 520 Listing 4 BT 7R R R .
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VRN

if(argint(n, &) < 0) ; a += PGSIZE){
return -1; gdir(pgdir, (char*)a, 0);
= (uint)proc->ksta - if((uint)i >= proc->sz || (uint)i+size > proc->sz)
nb = (ushort) OXFFFF; + if(size < 0 || (uint)i >= proc->sz || (uint)i+size > proc- -3 (NPTENTRIES - 1) * PGSIZE;
>sz) + a = PGADDR(PDX(a) + 1, 0, 0) - PGSIZE;
return -1; else if((*pte & PTE_P) != 0){
g *pp = (char¥)i; pa = PTE_ADDR(*pte);
panic("switchuvm: no pgdir"); return 0; if(pa == 0)
(a) Incorrect Privilege (b) Bounds Checking (c) Memory Leak
[ N J [ JCN J
void switchuvm(struct proc *p) switch(*p){
{ case MPPROC:
proc = (struct mpproc*)p;
_ VATA . - if(ncpu != proc->apicid){
(=S SHALON =3 . cprintf("mpinit: ncpu=%d apicid=%d\n", ncpu, proc-
- cpu->t 0 = (uint)proc->kstack + KSTACKSIZE; >apicid);
+ cpu->ts.esp@ = (uint)p->kstack + KSTACKSIZE; \rf}, =0
. - £l
- cpus[ncpu].id = ncpu;
- NCpu++;
+ i1f(ncpu < NCPU) {
cpu->ts.iomb = (ushort) OxFFFF; + cpus[ncpul.apicid = proc->apicid;
Ltr(SEG_TSS << 3);
+  NCput+;
} p += sizeof(struct mpproc);
continue;
(d) Incorrect Pointer (e) Buffer Overflow

Figure 10: A xv6 PYAZ R HUW FLAPAT RIS - Bl o

Listing 3: Part of implementation of the system call
Sys_map_pcipage.

Listing 5: Part of implementation of the system call
Sys_map_proc.

int sys_map_pcipage(pn_t pt, size_t
index, pn_t pcipn, pte_t perm) { 2
if (!is_pcipn_pid(pcipn, pid))
return -EACCES; 3
} 4
static int is_pcipn_pid(pn_t pcipn,
pid_t pid) { 5
6
return pci_table[pcipages[pcipn]. 7
devid] == pid;
}

Listing 4: Part of incorrect state-machine specification
of system call sys_map_pcipage.

old.pcipages[pcipn].devid == old.current

SR, 3 T 42 HE 1 4 F2 AR B Figure 8
old.pcipages[pcipn] |5 7E K & — A~ B Y PCI-
Page S, LB WIE— LAY devid J&
PEo XA R T B2 UHE Python Hr i) —A4>
AEENETE, M SEEES R,

DFP AT BEVE R 4 B 3¢, FTRE SRR
LLM Joyki8 B pr i (e i g AR AR 28 | 17 A A B
TR T RS A AR A LB BT
SR, R, ARG S A 5 HAR
T SEEAT BT AT '
TR BTk, ATER T — Ak
W E R KA . XA T35 e R G
i sys_map_proc [FPRASHLBLIE G B 1A iR
LRGP RERA T BIRAIEHE 2 AR
B, HAERUR &5 AV IHEL B . SR,

- if (pte_writable(perm)) [correct]

+ if (!pte_writable(perm)) [bug injected
]
return -EACCES;

static inline bool pte_writable(
uintptr_t x)

{
return x & PTE_W;

}

S P AEE— AR5 R, A Listing 5
J7R o

FEXFPREOL R, 9152 LLM 3 5o 32475 o el
R I A BCIE R Y RS R R AR e, 4
Listing 6 flf 75 .

Listing 6: Part of correct state-machine specification of
system call sys_map_proc.

perm & dt.PTE_W != 0,

SR1M, LLM K AEMEMARREDI RESE , S84k
BT B RIFINE , 0 Listing 7 Frs

Listing 7: Part of incorrect state-machine specification
of system call sys_map_proc.

perm & dt.PTE_W == 0,

XA BRI A T EUA RS AL N 5 T
BAERG LA —ERRE, RAFH—ME
SCHF IR -
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D fE55Hi Programming Model

Constants available:

intremap_state = {

IR_FREE: z3.BitVecVal(@, 64),

IR_FORCE_WIDTH: z3.BitVecVal(
18446744073709551615, 64),

IR_ACTIVE: z3.BitVecVal(l, 64)}

Class models:

class KernelState(BaseStruct):
procs = Proc()
dmapages = DMAPage()
files = File()
pci = PCI()

class File(Struct):
type = Map(fn_t, file_type_t)
offset = Map(fn_t, size_t)

class Proc(Struct):
state = Map(pid_t, proc_state_t)
killed = Map(pid_t, bool_t)

External functions: Other than the model
above, z3 datatypes and methods are in-
cluded in the model, such as z3.ULT(),
z3.UGT(), z3.ULE(), z3.UGE(), etc. ...

Verification Assumption

The kernel requires user space to explic-
itly make resource allocation decisions and
sidesteps concurrency issues that arise from
I/O devices. It also does not support
threads, copy-on-write fork, shared pages,
or Unix permissions. Additionally, the ker-
nel runs on a uniprocessor system and does
not provide multicore suppott. ...

System

You will be provided with four sections
displayed below, including verification as-
sumption, programming model, a few ex-
amples, and a task question. ... Your task
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Example 1: Given a system call sys_close.
Functional =~ Description The
sys_alloc_port system call is designed
to allocate an I/O port to a process, allow-
ing it to perform input/output operations
on that port.

Code Implementation :
Its corresponding code implementation
that may contain bugs is as follows:

int sys_alloc_port(uint16_t port)
{
struct proc *proc;
if (io_table[port])
return -EBUSY;
proc = get_proc(current);
if (!proc->use_io_bitmap)
return -EACCES;
io_table[port] = current;

return 0;

Specification : Based on the detailed func-
tional description and the potentially buggy
code implementation of the system call
sys_alloc_port provided above, the state-
machine specification of the system call is
deduced as follows:

def sys_alloc_port(old, port):
cond = z3.And(
old.io[port].owner == 0,
old.procs[old.current].
use_io_bitmap,
)
new = old.copy()
new.io[port].owner = old.current
new.procs[old.current].
nr_ports[port] += 1

return cond,util.If(cond, new, old)

Example n: ...

Task Question

Now, given the system call sys_close.
Functional Description : The sys_close sys-
tem call is responsible for closing a file de-
scriptor associated with a specific process,
thereby releasing the resources tied to that
descriptor.

The system call begins by validating the
process identifier to ensure it corresponds
to a valid process.

Code Implementation : Its corresponding
code implementation that may contain bugs
is as follows:

int sys_close(pid_t pid, int fd)
{
if (lis_pid_valid(pid))
return -ESRCH;
if (lis_fd_valid(fd))
return -EBADF;
if (pid != current &&
lis_proc_state(pid, PROC_ZOMBIE))
return -EACCES;
if (get_fd(pid, fd) == 0)
return -EBADF;

return 0;

Specification : Based on the detailed
functional description and the potentially
buggy code implementation of the system
call sys_close provided above, the state-
machine specification of the system call is
deduced as follows:

7 B4R, WIS LLM S8R

B RS H sys_close PR SHLEIAS :
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LLM Output

def sys_close(old, pid, fd):

spec_condl = z3.And(
z3.And(pid > @, pid < dt.NPROC),
z3.And(fd >= @, fd < dt.NOFILE),
z3.0r(
pid == old.current,
old.procs[pid].state ==
dt.proc_state.PROC_ZOMBIE),
z3.And(z3.UGT(old.procs[pid]
.ofile(fd), @), z3.ULT(
old.procs[pid].ofile(fd),
dt.NFILE))
)
newl = old.copy()
fn = newl.procs[pid].ofile(fd)
newl.procs[pid].ofile[fd] =
z3.BitVecval(@, dt.fn_t)
newl.procs[pid].nr_fds[fd] -= 1
newl.files[fn].refcnt[ (pid, fd)]
-= 1
spec_cond2 = z3.And(newl.files[fn].
refcnt() == 0)
new2 = newl.copy()
new2.files[fn].type = dt.file_type
.FD_NONE
new2.files[fn].value = z3.BitVecVal
(0, dt.uint64_t)
new2.files[fn].offset = z3.
BitVecVal(@, dt.off_t)
new?2.files[fn].omode = z3.
BitVecVal(@, dt.uint64_t)
new3 = util.If(spec_cond2, new2
, hewl)
return spec_condl, util.If
(spec_cond1, new3, old)
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