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Abstract

Deep neural networks (DNNs) have demonstrated remarkable performance in
analyzing 3D point cloud data. However, their vulnerability to adversarial attacks
—such as point dropping, shifting, and adding—poses a critical challenge to the
reliability of 3D vision systems. These attacks can compromise the semantic
and structural integrity of point clouds, rendering many existing defense mecha-
nisms ineffective. To address this issue, a defense strategy named KNN-Defense
is proposed, grounded in the manifold assumption and nearest-neighbor search
in feature space. Instead of reconstructing surface geometry or enforcing uni-
form point distributions, the method restores perturbed inputs by leveraging the
semantic similarity of neighboring samples from the training set. KNN-Defense is
lightweight and computationally efficient, enabling fast inference and making it
suitable for real-time and practical applications. Empirical results on the Model-
Net40 dataset demonstrated that KNN-Defense significantly improves robustness
across various attack types. In particular, under point-dropping attacks—where
many existing methods underperform due to the targeted removal of critical
points—the proposed method achieves accuracy gains of 20.1 % , 3.6 % , 3.44
% , and 7.74 % on PointNet, PointNet++, DGCNN, and PCT, respectively.
These findings suggest that KNN-Defense offers a scalable and effective solution
for enhancing the adversarial resilience of 3D point cloud classifiers. (An open-
source implementation of the method, including code and data, is available at
https://github.com/nimajam41/3d-knn-defense).

Keywords: 3d Point Clouds, Adversarial Defense, Adversarial Attack, Manifold
Assumption
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Table 1: A[EP5E ) ¥EAE PointNet [21] Fll ModelNet40 ifude Rt Ema i bk .

Targeted Attacks Untargeted attacks

Defenses |Clean| Pert | KNN |Add-HD|Add-CD|AdvPC| AOF |Drop100|Drop200|AdvPC| AOF
No defense|88.09 | 0.00 | 0.89 0.00 0.00 0.04 | 0.00 | 57.09 27.11 1.34 | 0.00

SRS 76.05|76.27|27.87| 75.42 | 74.36 | 47.33 | 9.38 | 57.78 29.54 | 26.99 | 4.78

SOR 76.70|82.71|64.00| 83.38 | 83.20 | 72.09 |[38.27| 58.14 | 31.52 | 48.87 [17.18
DUP-Net |77.67|83.24|79.24| 84.71 84.44 | 79.20 |61.33| 63.29 40.15 | 63.86 [45.70
IF-Defense| 84.64 [ 90.22|89.24 | 90.00 89.42 | 88.76 [79.42| 71.88 54.54 | 82.94 |72.73
Ours(UW)|83.55(90.71 [89.78 | 90.04 | 90.22 | 88.67 [82.89 | 79.78 | 74.64 | 81.36 |70.26
Ours(EW)[83.55[90.53(89.73| 90.04 90.04 | 88.76 |82.76| 79.82 74.55 | 81.40 |70.46
Ours(DW)|83.55(90.62 [89.69 | 89.96 | 89.82 |88.80 [82.80| 79.82 74.51 | 81.20 |70.38

4

2.1 HERAR

6 Rt TR AR B DU R S50 AP AR S I HERRI ) . FEPPA
AR, SOR Ml IF-Defense 275 thfi i 93T 5 A, Iz AT IR 7051 40.32
SEFOAN 31.05 2. X IRHOT T LATHRAE B P10, ] i S FELASAE SE i
AGUPHIIRE . M2, Frigit i BA A (UW) f) KNN-Defense 281 T 2.
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Table 2: fF PointNet++ [22] Fl ModelNet40 $#R4E b, NS5 X0 gt i s
PR .

Targeted Attacks Untargeted attacks
Defenses |Clean| Pert | KNN [Add-HD|Add-CD|AdvPC| AOF |Drop100|Drop200|{AdvPC| AOF
No defense|89.18 [51.20| 0.00 | 41.91 | 64.62 | 10.76 | 3.78 | 77.55 62.72 | 16.21 | 1.50
SRS 81.65|84.40|61.11| 78.09 | 85.82 | 50.18 [23.78| 64.91 42.10 | 50.61 |25.45
SOR 83.79|86.31|48.98 | 88.62 89.64 | 61.60 |34.40| 73.70 62.80 | 52.76 |19.61
DUP-Net [80.96|85.82|84.62| 85.16 | 87.60 | 70.84 [48.89| 72.81 64.79 | 59.68 |37.28
IF-Defense| 82.46|89.24 |89.16 | 88.49 | 89.24 |81.42 [69.51 | 77.19 68.52 | 75.53 |62.68
Ours(UW)|87.03[91.29(63.69| 86.93 | 90.58 | 68.00 [39.78| 81.00 | 72.12 | 60.66 |34.44
Ours(EW)[87.16 [91.33 |63.51| 86.84 | 90.44 | 67.96 |40.04| 81.08 72.04 | 60.78 |34.60
Ours(DW)|87.24{91.16 |63.20 | 86.98 | 90.27 | 68.31 [41.07| 81.20 72.08 | 60.98 |34.48

Table 3: TEXMHLUGE T, WA 77747 DGCNN (23] #1 ModelNet40 #ffife b HERTE
HEL

Targeted Attacks Untargeted attacks
Defenses |Clean| Pert [KNN|Add-HD|Add-CD|AdvPC|AOF |Drop100|Drop200|AdvPC|{AOF
No defense|91.86|0.00 | 0.00 | 0.00 0.00 | 20.06 [0.00| 79.13 63.01 0.00 |0.00
SRS 87.07(91.33|73.47| 77.56 | 90.67 | 61.10 |32.98| 72.37 | 56.73 | 58.93 |38.13
SOR  [88.49|90.53|17.29| 82.22 | 82.98 | 52.03 [21.19| 78.77 | 68.11 | 51.69 [29.73
DUP-Net |53.81(50.80{19.16| 47.16 | 53.56 | 30.51 [19.85| 44.08 35.78 | 23.73 [13.91
IF-Defense|87.32(93.51|90.00| 90.36 | 92.40 | 80.59 (68.23| 81.97 73.99 | 83.96 |71.82
Ours(UW)|88.98(90.84(73.38| 85.07 | 89.07 | 76.13 |56.56| 84.64 77.43 | 81.33 |68.58
Ours(EW)|89.06 (90.76(73.47| 85.07 | 89.07 | 76.22 |56.73| 84.56 77.31 | 81.42 |68.84
Ours(DW)[89.10(90.84(|73.47| 85.07 | 89.02 | 76.18 [56.93| 84.64 77.47 | 81.82 (69.47

Table 4: AR k4L PCT [24] Fl ModelNetd0 ¥l EXF LB iR MEELEL -
Targeted Attacks Untargeted attacks
Defenses |[Clean| Pert | KNN |Add-HD|Add-CD|AdvPC| AOF [Drop100|Drop200{AdvPC| AOF
No defense|92.42 | 72.27| 0.00 | 34.18 69.73 8.49 | 2.80 | 80.31 66.00 8.87 | 2.11
SRS 91.73192.1861.02| 82.31 91.38 | 65.24 |33.87| 83.23 74.59 | 60.17 |21.96
SOR 91.65|93.73125.02| 90.49 | 93.69 | 65.6 [33.96| 82.25 70.95 | 58.75 |19.00
DUP-Net [87.4492.98|79.11| 87.16 | 92.44 | 61.11 [38.22| 76.78 63.94 | 61.79 |38.45
IF-Defense| 88.65 [ 92.71190.89 | 91.38 92.00 | 87.07 |75.60| 83.59 75.49 | 82.09 [68.11
Ours(UW){90.52 [ 94.76 | 84.89 | 92.58 94.36 | 88.67 [81.29| 86.75 83.23 | 80.15 |59.85
Ours(EW)[90.48 [94.93 [84.80| 92.53 | 94.36 | 88.76 [81.38| 86.75 83.27 | 80.19 |59.76
Ours(DW)[90.76 {94.93 |84.80 | 92.76 | 94.40 |88.89 [82.31 | 86.75 83.10 | 80.39 |60.13

R RREITHIE], 4 5.44 ZF— b IF-Defense % 6 £%, . SOR it 7 1%,
[ MR A BT B v . R SRS Sl ik, BsATiah 1.57 20, {HAE
FHIPEAL R (36 1-5) B MBI EERE. X2k i T KNN-Defense 7£#fEFH
RIS AR AL AR, (EHSE A e TR e AZ BR A 1
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Table 5: AP ik7E PCT [24] % ScanObjectNN [48] B d i LB i iER I FL AL
Targeted Attacks Untargeted attacks
Defenses |Clean| Pert | KNN |Add-HD|Add-CD|Drop100| Drop200
No defense|76.66 | 0.00 | 0.00 0.00 0.00 63.87 53.30
SRS 73.66 |68.32 | 26.41| 44.59 | 67.14 | 66.20 60.72
SOR 73.49|67.49| 5.34 | 55.90 | 68.84 65.58 58.40
DUP-Net [53.78|46.53[38.76 | 42.16 | 48.89 | 48.72 44.27
IF-Defense| 59.85 | 57.18153.26 | 54.82 58.19 55.03 50.07
Ours(UW)|70.44 [ 61.00 | 46.53 | 44.14 | 61.07 | 67.38 62.98
Ours(EW)|[70.33[61.00[46.67| 44.10 | 60.83 | 67.56 63.15
Ours(DW)|70.30{60.96 | 46.63 | 44.03 | 60.79 | 67.56 63.15

Table 6: TEPUAF B N[ BT IRV 6 i HEBLZ A T 1) .

Defenses Time (milliseconds)
SRS 1.57
SOR 40.32
DUP-Net 7.99
If-Defense 31.05
Ours (Uniform) 5.44

5 i

ARSCHEM T —FEEX 3D fi KRB HIHESS , i A R BRI 25 18] P A T
SCABIE S F ARG 3D B BRI . X AR5 IAAN R H R LA B LA SE 5
1 e 2 55 I 2 S B )R A 2 TR A AR AR B X A AR o TR — A S
LIRS 2 B RHE R R SR 5% o Gl ZE T SRR h SRR v )RR AE B
PE, KRR TN S A s T UIN GRi oK . AR AL BT £ 1 DRt 3
PR E AL AHRA 3D BAIRS . Mok, HEET I VA A B
TEH AR E BUME LA T o SEUSPRAIESE , Pri@ i T i E A 19 3D B s
RPRIEAL, JCHRAE SRR RN UG T — G ik 2w I K AT s
FEERSBR M I X LERFFT A SRR ] 7 AETT 2l RIS RY 3D WLAE 2R SE s 1 A
TR TR SO 57 B B
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