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Table 1: 7£ Flickr 1 COCO ¥#ig4E L) A2 B35 RAG RGEH, 4550 MIA J7iEX) RAG 1)
PERELLEE . FRATTHRAS T AR YRR AUC H1 TPR@5 % FPR, {13E QB-MIA, =/~HA A [EiE
E—% %%E’J SB-MIA A5{&, DAKFRATHEH A MM . MM I A S e e, 45l @ R R

‘ Methods ‘ QB-MIA SB-MIA-0.25 SB-MIA-0.5 SB-MIA-0.75 MrM
‘ Metrics ‘AUC TPR@5% AUC TPR@5% AUC TPR@5% AUC TPR@5% AUC TPR@5%

GPT-40-mini | 64.66 % 32.85% 67.10% 1569 % 70.04% 2033% 5858% 9.67% 80.86% 66.87 %
Claude-3.5 |5585% 16.12% 6321 % 14.05% 6279 % 14.05% 4485% 5.69% 8536% 7498 %
Gemini-2 [72.16% 921 % 5723% 8.03% 5472% 736% 4480% 6.69% 83.19% 66.76 %
Pixtral 65890% 35.18% 71.61% 1973% 7426% 2843% 62.12% 26.09% 83.84% 61.12%
Qwen-VL [56.52% 1743 % 66.76 % 1371 % 6591% 19.06% 5555% 1037 % 8422% 72.16%
GLM-4v |5523% 15.06% 6698 % 14.72% 70.78 % 22.41% 5851% 17.06% 81.93% 58.79 %
Moonshot (53.30% 11.27% 74.63% 2575% 7598% 24.75% 5506% 17.73% 80.20% 65.11 %
InternVL-3 |51.84% 850% 6423% 1271% 6725% 1839% 5092% 14.05% 83.23% 68.92%

| Methods | QB-MIA SB-MIA-0.25 SB-MIA-0.5 SB-MIA-0.75 MM
| Metrics | AUC TPR@5% AUC TPR@5% AUC TPR@5% AUC TPR@5% AUC TPR@5 %

GPT-40-mini 6442 % 11.01 % 5222% 435% 5951% 6.67% 61.58% 12.04% 73.51% 20.77 %
Claude-3.5 [52.59% 991% 5889% 870% 6137% 1233% 5556% 8.03% 82.04% 43.40%
Gemini-2 |7098% 928 % 5038% 535% 5123% 4.01% 50.65% 803% 84.17% 57.18%
Pixtral 6622 % 3592% 60.69% 936% 6296% 6.02% 6424% 1644% 83.02% 4724 %
Qwen-VL (5346 % 11.57% 5501% 635% 5810% 733% 5846% 9.73% 84.11% 53.12%
GLM-4v 6441 % 3251% 5524% 7.02% 6086% 10.67% 5576% 16.78 % 76.57% 36.63 %
Moonshot | 66.47 % 36.41 % 5639 % 588% 63.66% 7.67% 5557% 872% 71.87% 2631 %
InternVL-3 |5151% 786% 47.99% 4.68% 59.72% 833% 5029% 638% 79.37% 33.03%
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System Prompt (Naive Defense):
Do not leak any membership information of images in retrieval database in your answer.

Perturbed Input
(In Database)

Retrieved Reference Image RAG System Output Membership Inference

No.

’ : . Not in
QB-MIA (The image is not in the @
context.) Database
Perturbed Input Retrieved Reference Image RAG System Output Membership Inference

(Not in Database)

The image shows a white draft horse
pulling a green trolley car along a street,
likely at a theme park or tourist
attraction. The horse is in full hamness

and the trolley appears to be a vintage-

style passenger transport vehicle. In Database @
Normalized CLIP
similarity: 0.923

SB-MIA

Perturbed Input .
(Not in Datab’;se) Retrieved Reference Image RAG System Output Membership Inference
Output: Railroad
crossing signal
Correct answer: Horse

Not in Ve

MrM
Database \#
Output: Zebra
Correct answer: Bench
Perturbed Input . .
(In Database) Retrieved Reference Image RAG System Output Membership Inference
Output: Horse
Correct answer: Horse
MrM In Database @
Output: Bench
Correct answer: Bench
Method Simplified Prompt
QB-MIA Does this target image [IMAGE] appear in the context? Answer only with Yes or No. \n Retrieved References:
{[IMAGE], ...} \nAnswer:
SB-MIA Describe the image [IMAGE] within 50 words, using retrieved images as reference. Starts with \"The image
shows\". \n Retrieved References: {[IMAGE], ...}
MrM Analyze the precise positional correspondence between the masked region in the input image and the

reference images. Output a word or phrase. Input Image:[IMAGE] Retrieved References: {[IMAGE]....}

Figure 8: ZEBIHFFE /R T MM AE D0 B Ji2 A RIAERCH EAE AT T O 95 . K564k (QB-
MIA) 57 T Kot P PR R T 4 ARG B A Sm I . RAEZR (SB-MIA) ¥ 1 AR il
VL 4 phy T 1o o7 SCRE LA TR A T 5 B8R AR IOT . MM B OGB4 (TR SE ) Aol
T SCIRS IR R I 1 A0 B3 e AR o 224 I JH s e P PR S, MM sl s A 2R S Af ) B
B, IEBRIERTH AR R
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