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The sunburst chart highlights that our Celeb-DF++ includes a wide range of both DeepFake methods and assessed

detection methods. See Table I, Table II and Table III for details.

TABLE I
DEEPFAKE WATELHENY L. FATT3H, CELEB-DF++ B 2R, {4 22 FiRfY DEEPFAKE J5¥%, Mid 7R (FS).
fiBEE (FR) Fgiilfs (TF) st 6 24 Rl st s b, 45 5 f 2024 4 )5 R Aokl 4 .

Modality DeepFake Model DeepFake Method Assessed Detectors
Dataset Venue Visual Audio| AE GAN DM Other? | # Total | #£ FS # FR Z Tr| 7 Real| # Fake o rrs oot Postad | 20Ure
DF-TIMIT [17] ArXiviig v/ v/ 2 2 - - 320 640 1 1 - Link
DFDCP [25] ArXiv’19 v/ v 2 2 - - 1,131 | 4,113 3 3 - Link
UADFV [7] ICASSP'19 | v v 1 1 - - 49 49 6 6 - Link
FF++ [18] ICCV’19 v/ v/ v 4 2 2 - 1,000 | 4,000 6 6 - Link
DFD [19] - v - - - - 5 5 - - 363 3,068 - - - Link
DFDC [20] ArXiv’20 v/ Va4 v 8 6 - 2 23,654 | 104,500 5 5 - Link
DFFD [26] CVPR’20 v oo/ v 7 7 - - 1,000 | 3,000 10 10 - Link
DForensics-1.0 [27] | CVPR’20 v v 1 1 - - 50,000 | 10,000 5 5 - Link
WildDeepfake [28] MM’20 v/ - - - - - - - 3,805 | 3,509 15 15 Link
OpenForensics® [29] | ICCV’21 v v 1 1 - - 45,473 | 70,325 12 12 - Link
KoDF [30] ICCV’21 v/ o/ v 6 3 1 2 62,166 | 175,776 1 1 - Link
FFIW [31] CVPR21 v Vs 3 3 - - 10,000 | 10,000 9 9 - Link
FakeAVCeleb [32] NeurIPS21| v 4 o/ v 4 2 - 2 500 19,500 8 8 - Link
DFDM [33] ICIP’22 v v 5 5 - - 590 6,450 9 9 - Link
DF-Platter [34] CVPR’23 v/ o/ 3 3 - - 764 | 132,496 6 6 - Link
DefakeAVMIT [35] | TIFS’23 v/ o |lv v 5 2 - 3 540 6,480 21 21 - Link
AV-DeepfakelM [36] | MM’24 v v v 1 - - 1 | 286,721 | 860,039 | 22 22 - Link
THBench [37] ArXiv'25 v/ v/ v/ 6 - - 6 2,312 | 2,984 4 2 2 Link
(Ours) Celeb-DF [21] | CVPR'20 v/ v 1 1 - » 590 5,639 13 13 - Link
(Ours) Celeb-DF++ |- v/ v o |v v v v 22 8 7 7 590 | 53,196 24 19 5 Link
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BOIE ++ (FF++)  [18] By AAihnas & R thid 44
PEARRY B, ALAEECT S T SR 6 ) 25 TrT v S 4 ik
PRA A R R R IR B DD U . Je ok, Bk & JigSaw
KA T RGN (DFD) #kge [19] , HEFRH
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DeepFake J5ik. HAtFmAdadean WL BIEE  [26]
BWWAEBUIE-1.0 (DForensics-1.0)  [27] , 1 B4 Deepfake
(28] , KA, FUABOR, i T AR ST
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TR A B L T R i i . Ak, —28 %]
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TABLE II
DEEPFAKE METHODS USED IN CELEB-DF+-+ BENCHMARK.

Scenario | DeepFake Method Venue Code
Celeb-DF [21] CVPR’20 Link
SimSwap [54] MM’20 Link
InSwapper [55] - Link

- HifiFace [56] LJCAT21 | Link
GHOST [57] Access’22 Link
UniFace [58] ECCV’22 Link
MobileFaceSwap [59] | AAAT22 Link
BlendFace [60] ICCV’23 Link
DaGAN [61] CVPR'22 | Link
TPSMM [62] CVPR22 | Link
MCNET [63] ICCV'23 | Link
FR HyperReenact [64] 1CCV’23 Link
LIA [65] TPAMI'24 | Link
FSRT [66] CVPR24 | Link
LivePortrait [67] ArXiv’24 Link
SadTalker [68] CVPR23 Link
IP-LAP [69] CVPR23 | Link
AniTalker [70] MM’24 Link
TF EDTalk [71] ECCV’24 Link
Real3D-Portrait [72] | ICLR’24 Link
EchoMimic [73] AAAT25 Link
FLOAT [74] ICCV’'25 | Link

[30] W= N AR, DFDM  #(#E4E [33] Hin
FRALF A ), TalkingHeadBench (THBench) #ifis4E
[37] A oIS SR I A, DA FFRGAIES: BEgE  [29]
, FFIW #dE4E [31] #1 DF-Platter HAmtE [34] F1 %
iz Oy 2 s T A

BT RS HIRES, —HERTSEUREC R, 45
A TIREREHEE, B0 FakeAVCeleb %iffidE [32] .
Defake AVMIT  [35] I AV-DeepfakelM %ifg4E [36] .

FATEW, BRI AR AP TR Bl S SRR,
{HEATHE DeepFake J5ik Bt = RIBH ZFEE. Hp K%
B ET R—Mthd s, e, SXRE T e
PEAGR v Z AL RE IR )T o TR LR 1 s .

III. CELEB-DF+-+ EyENL

Celeb-DF++ 2 MK NS Celeb-DF it [21] 9
JEMARR), BAAH 22, A3 22 A [E ) DeepFake
Jrik, XTI VA (FS), HHEEL (FR) A
SN (TF) 5. #oh, AT 24 MG g EAT
TAmAEHEL, KA E 5 e 2024 AR5 kAR H
iﬁ%ﬁﬁ%ﬁ%ﬁ*%ﬁﬁ%%ﬂﬁiﬂﬂ%& BUA BRI N

LR

A. E15 Celeb-DF #4 &

Celeb-DF #4446 590 S E LM 5,639 4>
DeepFake #UB (X [ 48 8 1 7 RB5MT) o T IRASI
SEEKEEZR 13 B, ARHEWIREA 30 WitgAb. FELSCHARA
NTFE) YouTube MM BERE, XTRZPRITATSIE 59 if
G, MATEEES] . AR RURRE DA 2R 4 o BN
T 56.8% PTG BE M, 43.2% MR, 8.5% AMER
1E 60 %} DAL, 30.5% MEHFE 50 3] 60 % 2 J7], 26.6%

20ther category includes traditional graphics-based
approaches [41], [75], neural rendering technique [76], and 3DMM-—
based generation methods [56], [77].

3Note that OpenForensics [29] only contains images, # Real and
# Fake in the table refer to the number of images rather than videos.
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TABLE III
ALY DEEPFAKE A5l 7

Venue Architecture Category”

Detector

MesoNet [4] WIFS'18 Designed CNN | Data-driven Link
MesolInception [4] WIFS’18 Designed CNN | Data-driven Link
Xception [18] ICCV’19 Xception Data-driven Link
EfficientNet-B4 [78] | ICML’19 EfficientNet Data-driven Link
Capsule [10] ICASSP’19 | CapsuleNet Data-driven Link
F3Net [11] ECCV’20 Designed CNN | Frequency Link
CNN-Aug [79] CVPR’20 ResNet Data-driven Link
FFD [26] CVPR’20 Designed CNN | Attention-driven Link
SPSL [80] CVPR’21 Designed CNN | Frequency Link
SRM ([81] CVPR’21 Designed CNN | Frequency Link
RFM [82] CVPR21 Designed CNN | Attention-driven Link
MATT [24] CVPR21 Designed CNN | Attention-driven Link
CLIP [83] ICML’21 CLIP Data-driven Link
RECCE [5] CVPR’22 Designed CNN | Reconstruction Link
SBI [49] CVPR’22 Designed CNN | Pseudo-fake Link
CORE [84] CVPRW’22 | Designed CNN | Feature consistency Link
SIA [12] ECCV’22 Designed CNN | Attention-driven Link
UCF [13] ICCV’23 Designed CNN | Disentangle Link
1ID [85] CVPR’23 Designed CNN | Identity discrepancy | Link
LSDA [86] CVPR’24 Designed CNN | Augmentation Link
CFM [45] TIFS’24 Designed CNN | Fine-grained Link
ProDet [51] NeurIPS’24 | Designed CNN | Pseudo-fake Link
ForAda [15] CVPR’25 Designed CLIP | Adaptation Link
Effort [14] ICML’25 Designed CLIP | Adaptation Link

AMERFE 40 2%, 28.0% MEWRAE 30 2%, 6.4% ME
WeAE 30 ZPAT. 5.1% A, 6.8% ek
N, 88.1% MSEE AN, AL, B AR BT R T
(PAMBZEMEANL) . B, SRR AORRIY S5 R B K
JEHEI 7481k DeepFake MU I &2 BE X 59 NXFEH
TR . A2 MPEG4.0 %3,

A TR DeepFake MU, FATELY K ERR T, W
DR DX T R R B 2 [B) A B AR DTE I A e fi
DAL ZFRIST TR DR, el TR IR vk [38] o iX N4k
PR H T UZRAITAl DeepFake Kl . #RT,
T-E &A1) DeepFake JEM Z AR, X MEHREN
W KA ] i— DeepFake ﬁ?ﬁlﬁ"]?ﬁ%ﬂﬁiﬁ%o Hit, EAE
PAVTA DeepFake fa: M 7 YA/ 1Z AL BE

1 Celeb-DF++ 1, ?tfl]/\”Jf?%T P i T
At (FS). M#ER (FR) Fiudil A (TF), HAigFp
W R =R DeepFake JryAtG#E. FRbg 1T UL
TR ETEEE, B 77 R TR .
Tﬁﬂﬁ%%o KA SR R TR O A, B D 46 T X
(e.g., BEATFRS TP E WA . BESE) #—A0G
JSC ) TR A DR R e, [ B R B A R AT M SR k. FRATTHE
XN IE T 8 ik, 4 dljig Celeb-DF  [21]
MR TR, PARCE RSN ks SimSwap  [54]
InSwapper [55] . HifiFace [56] . GHOST [57] . UniFace
[58] . MobileFaceSwap [59] . BlendFace [60] . jX£E75 V54K
T H b es s GAN, I HA AR 56, W ID £
Rt (SimSwap), BT LA (InSwapper), 3D ¥
RIBFN B IS (HifiFace), fiéy/fEdlfil (GHOST),
Hir—8 i E 7 (UniFace), HITRZE1 (MobileFaceSwap),
PASCEE T A S35 (BlendFace) . BEFEISN 7511
BARFBL KT 1900 .

TR E I 5 . FEXAMEDL T, Ao, K H
PR ARG . S ERIAT A RS AR AT AR B . 1%
WA dE 7 MECHT T, 4 DaGAN [61] . TPSMM
[62) . MCNET [63] . HyperReenact [64] . LIA [65] .

FSRT [66] . LivePortrait [67] . X2 VAR 72K
W%, FIAETIRER 3D HHREE# (DaGAN), 28Tk

5Since detection methods often rely on a combination of multiple
clues, we report only the most representative clue to define their
category.

A (TPSMM), X B ricizM4s (MCNET).,
FT M 2 E% S (HyperReenact ) WE7E2S R itz
hzft (LIA), #T Transformer [3AEZ R (FSRT),
PAB B 5 i n] 45 (LivePortrait ) o A7 k4
it 1900 4~ DeepFake by

WIG LG 5. XM 5000 Sl i AR B B A A
W TR ﬁ[’%&lﬂ’ﬁﬁﬂ/ﬁﬂ] GRS H BN T H
T — R, FRAOTRAT 7 Mok, 36 SadTalker
[68] . IP-LAP [69] . AniTalker [70] . EDTalk [71] .
Real3D-Portrait [72] . EchoMimic [73] . FLOAT [74]
o IXELT EAEA RN L2 R RE BN (E K S
3DMM FIFHAME (SadTalker). BEFHRERINNG | FHE
B (IP_LAP). i flizsh#R2%>] (AniTalker). 44
WillZ: (EDTalk) . i ER 3 FHiEZL R R 3D i
(Real3D-Portrait) . B HEHifrEREE (EchoMimic), DA
Ml iz g3 C e e A T sh A i (LivePortrait) . &Py
YEHRAE R 2700 4~ DeepFake #0471

B AE LA o T TR A e AR E S 5, IRAIME
SEARASAE B HLIE RS 2,000 B35 kAL Y DeepFake fL4
FEA 13,646 N, AN FEZ T Celeb-DF 4L H v
Wi XFTULTETIAL S, FRATTET A~ S ) £ — 1o
YERE, H M VoxCeleb2 s th EALEERE 5 S50 B
(87] AT ERBN AR, BN K 20,279 4~ DeepFake
M. MM T 53,196 4 DeepFake 45

YRI5 X T EHSLs, FA1EE Celeb-DF 1)
XI5y, PR 178 NS . XFT DeepFake #A5, FRATHEH:
A Mg s rh AR AP O VARG RE 200 AU, TERGRE
Fu I R R AR R 200 NS, TEULIE IR R
FRRE AP O EERR 300 NS, LA, B0 T DAYESH
e %2

TAVEAT 24 P33 DeepFake #5452 17 A,
f35 MesoNet [4] (S HAF{& Mesolnception). Xception
18] . EfficientNet-B4 [78] . Capsule [10] . F3Net [11] .
CNN-Aug [79] . FFD [26] . SPSL [80] . SRM [81] . RFM
[82] . CLIP [83] . £¥:% 4 (MATT) [24] . RECCE [5] .
SBI [49] . CORE [84] . SIA [12] . UCF [13] . IID [85] .
LSDA [86] . CFM [45] . ProDet [51] . ForensicsAdapter
(ForAda) [15] , PAJ Effort [14] . FFA Y deepfake 4l
w I HBRA B B TN (AR, K
Z B0 R IR DeepfakeBench  [88] 1 BRIA I B A T
SEPRRR P AT . X T adi %, a0 CEFM., ProDet,
ForAda Fl Effort, &A™ 4% I E 7 A0 347 52 5
= 110 qjﬁ/TT*/\E'%

= 1SR TAFBHREZ B REZE . NEGEiT4L
Parr, FRATSRPFRATH FLAEN BP0 1 T 8 2 S A iy
§%§ﬁ¥iﬂﬁ%7i2§ﬁﬁﬂgﬁmﬁ%, HAR T AR
SRR

AT VAL R A I v, FRATTE TR A g% ROC
AUC JFf, XEEREEFEEMRNESTRA, eg., [11],

[15], [24] o HRMTE, AR B R LR
32 Wt. Xt Mige AUC, FATZRIUEE S HCmAR s A Al

% I A ARG AUC 2480, SHFIRZ AUC,
AT S 3 B3 LA PN Al A T 1) ARG 5 DA AR AS A3 A
B, X LR AUC 4048

AT REX P, A Z AR TAE S & B A
PR, ST T Celeb-DF++ 534146 Celeb-DF
Beuss, HEH TECE 24 Mg (13], [15], [24] . TEBE
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TABLE IV
Wi AUC (% ) WHEZER. FrABAETE FF++ (HQ) b
I FFAE B A Ho A Bt

4N AUC KB, 455 87R, 55 Celeb-DF #th, frfg
) DeepFake #ill#57F Celeb-DF4++4 | HPEGE B2 R %,
Wigh AUC FY TR 5.2% , Mg AUC 1 TR

. XU KPR T Celeb-DF++ $Ht g fbk ik

Ham .

BT AT VAL DeepFake #5075 &m0z /b BE Ty, F-AT14
BIFEIR T AP TSI TPAL (GF-eval) . 55
B SUIF (GFQewl) PURISSART B
GFD-eval ),

L # 1 (GF-eval), FEXADHUCT, BrA BRI 5 4R
{UAE Face-swap 35t H ) Celeb-DF #4714k, -1
B HoAth DeepFake J5¥E ER, 4% Face-swap, Face-
reenactment, 1 Talking-face 3%,

BT A Iy YA W R e A R A LI AR, FRATIERR
T/INBEAERFEN T, HFEX NPT EHIISGE
fiTe sk VI FIZR VII FroR, X e I &P A0R 2R
29 71.7% R 72.1% , 43R T BN DeepFake J7
W RIMZALRE T R B . BIBEFEAME [R5, R[]
Al DeepFake JyiAMk il MERE 2 & N, R Xk
FEE P U . YRR, Effort SCILT S - F-EImigk
AUC *h 83.0% Fi#isiigk AUC 3 84.4% , Roni RIFHY
e NERE. SR, 4N H T HAL seih, HPERER T

W, RIHAERS S RE ) b R R e . X8 % B i

Celeb-DF [21
Detector Venue 7 v[2 ] Celeb—DF—H—ﬂg 7.1%
MesoNet [4] WIFS'18 195 | 531 183
Mesolnception [4] WIFS’18 69.3 65.0 64.0
Xception [18] ICCV’19 75.4 74.0 73.7
EfficientNet-B4 [78] ICML’19 76.7 75.0 70.6
Capsule [10] ICASSP’19 77.3 76.5 70.9
F3Net [11] ECCV’20 75.0 72.9 70.2
CNN-Aug [79] CVPR’20 71.5 67.5 61.7
FFD [26] CVPR’20 70.9 68.7 67.1
SPSL [80] CVPR21 | 804 | 729 68.4
SRM [81] CVPR’21 76.5 76.0 72.6
RFM [82] CVPR’21 79.3 76.4 70.4
MATT [24] CVPR21 | 755 | 72.0 67.0
CLIP [83] ICML’21 85.7 | 82.7 75.1
RECCE [5] CVPR’22 73.4 74.1 75.5
SBI [49] CVPR22 | 69.1 | 74.8 70.9
CORE [84] CVPRW’22 | 71.8 74.1 70.4
STA [12] ECCV’22 81.5 72.6 65.0
UCF [13] ICCV'23 81.1 | 772 72.4
IID [85] CVPR’23 73.0 74.7 71.4
LSDA [86] CVPR’24 74.7 73.7 70.0
CFM [45] TIFS’24 83.6 81.1 73.3
ProDet [51] NeurIPS’24 | 87.6 84.2 69.2
ForAda [15] CVPR'25 | 914 | 89.9 71.7
Effort [14] ICML’25 86.4 86.8 80.8
Average - 76.5 74.8 69.6
TABLE V

WL AUC ( % ) PGP, Brafiiiyfs FR++ (HQ) L
g, FHAEHA R EIET I,

T MCPER U E, R R IRz AL RE Fr B
TR
M # 2 (GFQ-eval) o FEBLSE A AL A5 o, H)

oo Dr e BN EAE TSI R AR TR v 28 2 28 R B EF 4

4o XLEIRA ] AE PR RHAN ST R, MM DeepFake

KSR TERE . A TR A oL, FRATMEH FFmpeg T.
H [89] X} DeepFake WUATHFATAN[F] R 0 a4 FL AT
T, TRATRA H.264 4 iR e L E R E GR35
Al c45, 3 AR AR S R 45 o AT Al S 6 i 1
YJ1E GF-eval #pis,

2% VIIL | IX | X fl XT S7R T BUA A I 25 76 D0 Fh H 4%
FAN T IR RIS R . 4550 Bon I B A PEAE R
1E ¢35 JEGA T, WigPERE T IR T 3.5% , ThAE SR
cdb JEGET, T REEmE 4.4% , MAEMRS S, T
R 2.2% 1 7.5% o XK PAIESE T E A R 4 ] A
S A5 BE WL Oh s R0, DAL (A 00 o R X o 5 X —
WML ST BRA ARG Y T %o B S 3 S v L 4 B 1Y
IRz khE
L # 3 (GFD-eval). [ THE GFQ-eval H13%5 B T At
BATAWFFE T EARET ok Ty A ERe . X BT
XA, B e T IR g ik B AN H
RSN GO . BT Ir AR il 2Rt it 240 FF++

Detector Venue Celeb-DF [21]
vl v2

MesoNet [4] WIFS’18 49.4 53.2 48.0
Mesolnception [4] WIFS’18 74.2 70.2 68.3
Xception [18] ICCV’19 81.0 81.6 79.1
EfficientNet-B4 [78] | ICML’19 81.5 80.8 73.8
Capsule [10] ICASSP’19 | 82.9 83.4 75.4
F3Net [11] ECCV’20 81.1 78.9 73.8
CNN-Aug [79] CVPR’20 79.2 74.2 66.2
FFD [26] CVPR20 | 76.1 | 742 70.9
SPSL [80] CVPR’21 85.0 79.9 74.4
SRM [81] CVPR’21 83.6 84.0 79.4
RFM [82] CVPR21 85.5 | 826 74.4
MATT [24] CVPR21 | 792 | 76.0 74.8
CLIP [83)] ICML21 89.4 | 882 79.2
RECCE 5] CVPR22 | 815 | 823 80.8
SBI [49] CVPR’22 71.2 79.4 73.4
CORE [84] CVPRW™22 | 76.5 | 80.9 74.9
SIA [12] ECCV’22 86.3 79.1 70.0
UCF [13] ICCV’23 86.1 83.7 76.1
1ID [85] CVPR23 | 772 | 807 75.6
LSDA [86] CVPR’24 79.2 e 72.7
CFM [45] TIFS’24 88.9 87.5 76.5
ProDet [51] NeurIPS’24 | 94.5 92.6 73.6
ForAda [15] CVPR’25 96.9 95.7 75.1
Effort [14] ICML’25 92.7 93.8 85.1
Average - 81.6 80.9 73.8

(HQ) ZRHFLE, FATRM 7?7 TRy H i iE, 1

BWE T, B FF++ (HQ) $udiade (18] #4114k,
N JE A AR AT, T e L, AT
i T WA ) ROC AUC 434K,

F IV AV B/RT Celeb-DF [21] il Celeb-DF++ Fiii
Yail (vl) FIER (v2) WmigRIRg AL 25 5% .
&, Celeb-DF++ fu &kl Celeb-DF ¥ £ F:H) DeepFake
Fe TP Celeb-DF 44, i T— MR R 532,
FATIE A ] —2H EL S AIAR .1 DeepFake AT 454
A~ DeepFake 77k AUC 1543, SRJG 11X 26455 PATR

AR E S, A ESETE FF++ (HQ) ¥ Filg:,
FAE Celeb-DF++ {54~ DeepFake 7535 FaEfTi

Fekg XIT MIEMs XIIT 20 B4 T g s iy AUC
545 . BT FF++ (HQ) FEA M A DeepFakes,
JRA KM #RAE Celeb-DF [ THI HBAZ #a1 5t o L BLAL T 11 HB
EIEMULTE LG 5. R, 5 GF-eval "FRYZERM L,
T FF-++ il Celeb-DF++ Z [AIF4TIH 225, %MW
SRR TR, XTI ARl DA G TR
54811 DeepFake £ I #% A hZL o

TEACH, FATBIA T Celeb-DF 4++, X 2 — A2 HE4L H.
HAPSPER DeepFake KEUBLIEME, L[ TH T DeepFake
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TABLE VI
W # 1 (GF-EvAL): Mgk AUC (% ) 455, Iifafilsss i CeLeB-DF #4714k, 4 CELEB-DF-+4 Al i HAth
DEEPFAKE k. SH—& M5 &R MEaE4 I FHLA M UNDERSCORE 28 H /R

Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
2 — =
2 2 - g
— — 3 = | _ | = 2 .
Blelas|l2|d|T|=|= g slm |l | Bl ola|=] f |8
= ) B 0 0 — R=! © © — o = N 2 = -
g l2l2ls | § |22 l2 7] 8 Sl sl gl 8] 5
3 = @ 2 5 @ ©, s = ° H = B/ = & A
sz | S5 |E 812|215 |e|8|le|s|z|2|2 /82|28 |2]¢%
£ | 9 | & E | 2|2 | B |3 | & s | 8|2 |E gl |c |42 |E& 5
ST |E |2 |2 |E|EB|l2 |2 |5|Sz|8 |8 |s|la|la|g| 8&8|%F |58
Detector m @] jas | = n =) A <2 = = = =i = < = = [ = ~ n <
Xception [18] | 82.6 | 56.4 | 70.5 | 70.9 | 81.7 | 58.6 | 64.2 [ 70.0 | 86.1 | 89.8 | 77.7 | 65.9 | 78.4 | 79.5 | 76.4 | 54.2 | 76.7 | 79.2 | 62.7 | 79.3 | 56.6 | 72.3
RFM [82] 84.0 | 57.0 | 71.7 | 70.6 | 84.4 | 62.0 | 63.5 | 67.6 | 81.2 | 90.6 | 74.2 | 67.2 | 77.2 | 77.6 | 71.6 | 48.8 | 71.0 | 76.7 | 65.2 | 73.3 | 54.8 | 71.0
CLIP [83] 84.5 | 74.3 | 728 | 77.2 | 86.8 | 71.5 | 66.2 | 65.5 | 76.7 | 80.2 | 72.1 | 54.8 | 70.6 | 72.2 | 62.7 | 46.2 | 67.4 | 62.5 | 63.9 | 70.2 | 53.7 | 69.1
SIA [12] 82.2 | 58.2|70.8|70.5|85.8|63.5|63.1|68.7|789]86.5|71.1|679|755|764|70.5|50.5|71.1| 714|629 |74.8]|56.4|70.3
UCF [13] 79.8 159.2 | 63.3 | 64.9 | 85.0 | 56.9 | 60.3 | 63.6 | 79.8 | 88.3 | 69.2 | 62.9 | 72.2 | 73.2 | 68.4 | 44.9 | 65.6 | 7T1.5 | 65.6 | 73.2 | 50.2 | 67.5
IID [85] 80.9 | 51.7 | 70.2 | 67.6 | 84.1 | 54.8 | 61.2 | 67.9 | 82.6 | 91.4 | 75.6 | 59.6 | 73.1 | 74.1 | 72.4 | 49.3 | 69.1 | 75.4 | 58.6 | 76.9 | 46.7 | 68.7
ProDet [51] 82.1 579 |76.8|74.6 | 83.5|65.1 | 70.0|66.9|79.7]90.0|74.5|685 759|759 |64.9 |56.4|61.7|723|71.3|77.8]|54.5| 714
Effort [14] 97.9192.2 1952|954 |96.8|90.2|97.0|76.6|87.2]96.9|809 |69.7|80.1|80.2|74.6|59.6|83.5|83.1]|652]|84.1]57.5| 83.0
Average 84.3163.4|739|73.0|86.0|653|68.2]|684|81.5]|89.2|744|64.6|754|76.1|70.2|51.2|70.8]|74.0]|64.4]|76.2]|53.8|71.7
TABLE VII

M # 1 (GF-EVAL): U] AUC ( % ) 458, Fratilissiye CeLes-DF Lill%:, 7 CELEB-DF++ Hi{Ifth DEEPFAKE ik LilbfT
M. FBHEA B—F0R0 A 458 FAH AR UNDERSCORE At .

Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
2 — =
0, = g
= | & = 5 = =
g2 B2 | = g 2 = | B F =
2, = = 0, n < —= — 5 = = — — — — = ©
s BB |y |8 |28 |8 w8 FIE|2 |G| 2|E|E|E|E |
Slgle|le|lg|gls|z|S|l=|g|5|B 2|2 8|2 |g|x|8|=]|89
5 < 1 = < < = o L. aQ = < < < < = < 5
) o = 5 2 2] = O] = g B} Z n & S = o = = g 5
3 o) = N ) E E = % 515 = 9 a, g 5 [a) A a g g g
Detector m O] s g = n =) =} = sl = 3 = & < = = = = ~ n <
Xception [18] [ 86.2 [ 52.8 [ 70.7 | 70.8 | 85.7 [ 56.9 | 66.3 [ 70.9 [ 90.0 | 92.2 | 81.5 [ 66.4 | 82.1 [ 83.0 [ 75.4 [ 47.5 [ 75.9 ] 79.6 | 62.3 | 75.6 | 46.9 | 72.3
RFM [82] 86.5 | 54.8 | 71.0 | 71.5 | 86.9 | 62.2 | 64.6 | 65.9 | 83.1 | 91.9 | 75.6 | 66.6 | 78.7 | 78.5 | 67.7 | 43.3 | 68.0 | 75.3 | 63.2 | 67.5 | 45.5 | 69.9
CLIP [83] 87.375.9|74.0|79.0|89.0|72.4|684|634|77.1|80.3|71.5|526|69.4|70.7|57.3|39.7]|639]60.7|61.0|63.8]|45.6|67.8
SIA [12] 85.5 | 57.6 | 72.0 | 71.3 | 89.1 | 62.8 | 63.7 | 69.0 | 80.7 | 88.6 | 73.1 | 68.2 | 77.1 | 78.0 | 69.2 | 44.9 | 70.5 | 71.1 | 61.9 | 72.0 | 48.9 | 70.2
UCF [13] 85.4 | 56.9 | 62.6 | 67.2 | 90.2 | 56.5 | 62.1 | 67.3 | 86.2 | 91.6 | 74.7 | 61.6 | 78.5 | 78.9 | 66.0 | 38.5 | 66.6 | 74.2 | 66.0 | 67.8 | 39.6 | 68.5
IID [85] 84.9 | 53.1 | 73.5 | 70.6 | 88.5 | 56.5 | 63.1 | 69.7 | 86.2 | 95.1 | 78.4 | 60.8 | 76.2 | 77.4 | 73.6 | 48.2 | 70.3 | 77.8 | 58.2 | 77.2 | 41.2 | 70.5
ProDet [51] 88.5 | 58.7 | 80.2 | 78.4 | 87.7 | 66.0 | 73.8 | 68.0 | 84.9 | 93.2 | 78.7 | 71.1 | 79.1 | 79.0 | 63.4 | 53.8 | 61.7 | 73.9 | 7T1.6 | 76.4 | 49.1 | 73.2
Effort [14] 99.0 | 93.7 1 96.7 | 97.1 | 98.2 | 92.1 | 98.2 | 81.8 | 90.7 | 97.6 | 86.1 | 76.7 | 85.5 | 85.2 | 73.0 | 54.6 | 83.9 | 86.8 | 67.5 | 79.3 | 48.8 | 84.4
Average 87.9 1629 | 75.1|75.7(89.4|65.7|70.0]69.5[84.9|91.3 775|655 (783|788 682 |46.3|70.1|74.9|64.0|72.5|45.7|72.1
TABLE VIII
Wl # 2 (GFQ-EVAL): Mgy AUC ( % ) 45258, Fratilgsfei] CeLeB-DF #Ef7iI%%, FF4E CELEB-DF++ R/ ¢35
N ). Pty N D2 4| Nl —
FEgidf Il DEsPFAKE J5 g TN, B Ar iR pAERE S 5 T RLIA AT UNDERSCORE A5«
Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
B = =
0, S g
|z g 3 - -
— = ~ 3 — | b= —
Ele|elB || 5|al= g P o B S I [ i i i
gl |2 g | 8| |a ez 8 2|2 E ] é E 285 |4
o Q —_— — Q — — — Q
Sz ls|e|5|E|lglz|2|<|8|E|B|2|=2|s|=|g|x|8|2]|s%
- < ] = ] < [ 5 = O = < = < < < » <
g ] e B 2 2] e 0} & <3 ) 4 %! & g = o - = g 5
Sl |lE|2 |2 | 8| |2 |s |52 lz|2 |a|E|E|la|=2|al|E&|3 ]2
Detector m O J=s = = n =} A 2 =s) = s = B < = &) 23 = ~ 19} <
Xception [18] [ 76.8 [ 62.5 [ 64.1 | 67.4 | 76.3 [ 62.0 | 64.6 [ 70.8 [ 81.8 [ 68.5 [ 73.0 [ 68.8 [ 75.7 [ 76.1 [ 72.8 | 59.5 | 68.7 | 75.5 [ 62.6 | 80.9 | 63.5 | 70.1
RFM [82] 77.4165.0|65.1|67.3|80.4|66.1|64.3|68.7|77.6|73.9]|701|69.5]|74.5|74.2|68.7|52.0|59.0(729]|61.6]|755]60.5|68.8
CLIP [83] 81.6 | 73.3|67.2|72.2|83.9|67.0 679|669 |759|753|69.8|56.8]|70.6|71.2|63.1|44.2|64.8]|60.1|60.6 |69.3|56.2|67.5
SIA [12] 75.4 | 61.5 | 64.2 | 67.5 | 80.0 | 65.7 | 66.0 | 67.8 | 75.1 | 72.8 | 67.8 | 70.0 | 72.4 | 72.2 | 66.0 | 56.2 | 58.5 | 67.0 | 60.7 | 76.8 | 60.7 | 67.8
UCF [13] 70.7 | 58.8 | 57.4 | 60.1 | 75.4 | 57.2 | 59.1 | 58.2 | 7T1.3 | 69.2 | 60.0 | 63.3 | 64.2 | 65.2 | 61.4 | 44.1 | 52.2 | 65.6 | 56.6 | 70.9 | 50.2 | 61.5
IID [85] 75.5 | 57.5 | 61.0 | 63.5 | 76.1 | 56.5 | 60.5 | 65.5 | 77.3 | 67.2 | 70.0 | 61.0 | 68.0 | 68.5 | 63.4 | 45.4 | 52.2 | 64.8 | 54.9 | 74.3 | 50.4 | 63.5
ProDet [51] 77.5|60.6 | 66.1 | 68.3 | 79.6 | 66.3 | 67.1 | 64.8 | 74.4 | 80.5 | 67.6 | 65.7 | 70.5 | 70.3 | 62.7 | 53.6 | 55.9 | 68.2 | 64.4 | 75.1 | 53.5 | 67.3
Effort [14] 95.4 [ 90.6 | 89.8 | 90.0 | 94.0 | 87.3 | 92.6 | 75.6 | 83.1 | 92.1 | 74.9 | 68.6 | 77.1 | 76.3 | 71.8 | 53.2 | 75.2 | 75.3 | 61.0 | 77.1 | 57.1 | 79.0
Average 78.8 | 66.2 | 66.9 | 69.5 | 80.7 | 66.0 | 67.8 | 67.3 | 77.1 | 7T4.9 | 69.2 | 65.5 | 71.6 | 71.8 | 66.2 | 51.0 | 60.8 | 68.7 | 60.3 | 75.0 | 56.5 | 68.2
A > N > ¥ 1= R A N Nz N,
R b i R A . BT RATR N Celeb-DF ¥l Sofriaill vk, MG T 19 MM EME 2024 4£5] AR

£, Celeb-DF++ g4 A T ) {Z [ #ilt DeepFake J7¥, 1
5T =R DL O b 5 TR A (FS). B (FR)
g (TF). A st & R m i s, o
B 8 A, 7 FhAI 7 ORI DeepFake JyyAfER. It
Ah, FRATHEIAR T = T 0 s ) 3k A P T 1 PR A
. SIARRMEMEL, Celeb-DF++ BRGE T H) 121

5 P Selb T k. SCIRARGETE, @Y DeepFake £
AT IR e —IARH B BRI AT 55, RIB R T 3A]
BEERYEE .
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TABLE IX
i # 2 (GFQ-evAL): UL AUC ( % ) 45t Frakil#i& i CeLes-DF #4715, HAE CeLEB-DF++ H1/] ¢35 E4d
WA A DEEPFAKE k. HEA Bi—A0wT —AYPERE A A UNDERSCORE #ri .

Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
2 — =
- 2 = -

— — 5] - 5 - -

= 2 5| ] L. s | B 2| =

Sl leglw 2o | T |=w|= S s | Tl |IE| S| ol 8| &

8 B o) o} § % 2| & = @ £ = s b Lé) E|E| & E )

A - I T - - - - - = = = P ' O = -

g 3 S = 3 < = 5 L o Z = < = 3 < < 5 < &

2o |l&e |2 |2 |2 |3 |EB| & B 218125818 |7 |3|%58|¢

2B |lE|2 |2 | E|E|2|la| 515328 || |3|e|ala|8]FEL
Detector m | U | = S| =2 | @ | b |/ | & e A 3 = H | < 3l A | & = £ | o | £
Xception [18] [ 82.5 [ 63.1 | 65.1 | 70.7 | 78.8 | 58.5 | 67.4 | 74.6 | 83.4 | 67.7 | 76.0 | 71.7 | 76.7 | 80.0 | 72.0 | 54.1 | 74.2 | 76.7 | 61.6 | 78.9 | 57.0 | 71.0
RFM [82] 83.0 | 68.0 | 66.2 | 70.3 | 81.9 | 66.7 | 66.7 | 69.3 | 80.4 | 72.3 | 71.4 | 70.4 | 75.0 | 77.2 | 63.5 | 47.1 | 62.1 | 74.8 | 60.6 | 73.0 | 53.8 | 69.2
CLIP [83] 86.5 | 77.1 | 69.8 | 75.0 | 84.3 | 65.7 | 70.7 | 65.2 | 74.9 | 74.3 | 68.5 | 54.2 | 67.7 | 69.7 | 56.7 | 36.9 | 64.7 | 59.3 | 56.7 | 62.0 | 46.9 | 66.0
SIA [12] 81.1 | 62.2 | 66.0 | 70.1 | 80.9 | 64.0 | 66.8 | 69.8 | 76.9 | 69.7 | 68.6 | 69.6 | 70.8 | 74.0 | 64.6 | 51.4 | 60.9 | 69.2 | 59.1 | 73.2 | 53.3 | 67.7
UCF [13] 81.9 | 64.8 | 60.6 | 68.5 | 82.6 | 57.4 | 66.5 | 70.2 | 82.7 | 73.1 | 70.4 | 67.0 | 73.6 | 78.0 | 66.6 | 44.5 | 70.3 | 75.8 | 60.3 | 72.5 | 46.9 | 68.3
IID [85] 81.261.9|63.9|67.1|80.3]|583|64.3|69.5|80.4|70.4|73.3]|63.9|689|724]|64.2|45.6|554|71.3]|53.8| 749|455 |66.0
ProDet [51] 87.1|65.7|71.9|74.2|84.6| 701|729 |69.9|82.1|83.6|74.6|68.9|751|77.3|60.5]|52.7|60.0|71.6]|66.0|781|515| 714
Effort [14] 97.6 | 92.3 | 90.8 | 91.8 | 93.6 | 86.4 | 92.7 | 79.2 | 84.1 | 92.9 | 78.6 | 72.8 | 78.9 | 80.1 | 69.9 | 45.9 | 75.6 | 78.5 | 61.6 | 71.4 | 48.2 | 79.2
Average 85.1169.4|69.3|73.5|83.4|659|71.0|71.0|80.6| 755|727 |673|73.3|76.1|64.8|47.3|654|72.2]|60.0]|73.0]504 | 699

TABLE X
M # 2 (GFQ-BVAL): Wigh AUC ( % ) 4558, FrAflasiiei ] CeLes-DF {12k, FAEREiN 45 ) CELEB-DF++ il
iR HAth DEEPFAKE ¥, TRAIK T RE AL R UNDERSCORE FiiH .

Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
3 5 =
P z - £
= 5 | & = S = S
=) 0 = — 8 =3 = | B 3 %
° — — 0, < — — = =N — — — —
T E|E| 5|82 |B|E| 4|3 SIS g |E|ElBE Y
; o 5] — g = | = | = g
Slgleg|ls|8|glglz|S|le|g8|5|E 2|2 |s|2|g|lx|a|=]|¢8
< ) g | = s | < | = 5 | 22|z |2 = | = = | < | < | 2 < s
Elo e |22 |2 | |ol|lE |8 ) g | E |2 |E |3 |43 |5 | &
sl |le|2 || E|E|3|la| sl lz2|Q|a|E|s|lalalal|s|zF]|E
Detector m &} = = = n =) A <3 = = 3 = = < = &) o = ~ n <
Xception [18] [ 68.6 | 61.5 [ 64.2 [ 65.5 | 71.5 [ 64.0 | 60.9 [ 69.1 | 72.1 | 56.8 | 66.7 | 70.9 | 70.0 | 73.6 | 56.2 | 48.8 [ 63.9 | 59.8 | 64.8 | 72.2 | 60.3 | 64.8
RFM [82] 68.3 | 63.6 | 62.5 | 64.5 | 74.4 | 65.6 | 63.6 | 69.5 | 7T1.6 | 60.9 | 67.9 | 72.0 | 70.5 | 73.4 | 60.9 | 44.9 | 55.6 | 58.2 | 60.4 | 68.8 | 61.9 | 64.7
CLIP [83] 74.9 1 69.6 | 62.7 | 68.7 | 77.7 | 60.5 | 66.5 | 71.2 | 74.7 | 67.5 | 72.3 | 62.7 | 72.7 | 73.3 | 59.9 | 42.2 | 59.5 | 49.7 | 62.8 | 65.5 | 61.3 | 65.5
SIA [12] 68.3 | 60.3 | 58.5 | 63.0 | 71.6 | 64.7 | 63.3 | 64.5 | 66.6 | 62.6 | 61.2 | 71.6 | 69.7 | 70.4 | 59.0 | 48.3 | 54.1 | 53.9 | 59.6 | 71.5 | 60.3 | 63.0
UCF [13] 64.8 | 55.9 | 55.9 | 59.0 | 66.5 | 56.7 | 52.4 | 59.3 | 59.9 | 53.7 | 58.0 | 64.2 | 57.2 | 63.2 | 53.3 | 43.6 | 48.2 | 53.4 | 54.4 | 64.5 | 49.3 | 56.8
11D [85] 70.5 [ 61.9 | 61.6 | 65.3 | 73.8 | 62.3 | 58.1 | 66.2 | 70.7 | 54.8 | 68.0 | 65.5 | 63.9 | 70.2 | 55.5 | 41.0 | 43.9 | 51.2 | 57.5 | 68.7 | 53.2 | 61.1
ProDet [51] 69.5 | 58.2 | 61.7 | 64.4 | 73.4 | 65.9 | 61.5 | 66.8 | 68.5 | 66.7 | 65.7 | 67.8 | 70.2 | 68.9 | 61.0 | 45.0 | 56.8 | 59.6 | 68.0 | 65.8 | 58.6 | 64.0
Effort [14] 84.3 1 83.3 | 81.3 | 81.8 | 85.4 | 79.3 | 84.2 | 66.7 | 69.5 | 80.4 | 63.8 | 67.8 | 69.0 | 71.8 | 64.1 | 41.9 | 64.2 | 61.5 | 55.0 | 62.4 | 55.3 | 70.1
Average 71.1 1 64.3 | 63.6 | 66.5 | 74.3 | 64.9 | 63.8 | 66.7 | 69.2 | 62.9 | 65.5 | 67.8 | 67.9 | 70.6 | 58.7 | 44.5 | 55.8 | 55.9 | 60.3 | 67.4 | 57.5 | 63.8
TABLE XI
L # 2 (GFQ-EvAL): Bk AUC ( % ) £55. Frafillssgflif] Ceres-DF JEfTIZE, JiHE CrLEB-DF++ Al
DEEPFAKE J5 ik EHEATINR, FE4ih c45. SfEMERERIZE —MEREY ML/ F UNDERSCORE FRil.
Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
2 — =
= 3 =
& = 5 = =
— = = 3 | = ] —
le|=s|2 |2 |2 |=|= g I S S o P ey e
g |2 l2|g || |l2 ez Sl 2|5 ElE|IE|E]5 |5
3 = o 2 = & 93 0, g i = [ = A i o A [
g2 5|2 2 8|2 |5 |E|c|2|s|2|5|2/8 2|8 2)|¢2
EIQ|E | 2|2 |2 |2 |3 |B)| g ] | E | |lg || |2 |E|E
S|l |E |2 |2 |EBE|EB|2 |2 |52 z|Q e |E|s|lalalal8&8|% )8
Detector m O o = = n =} A 22 =s = s = = < ) &) 2% = ~ 9] <
Xception [18] [ 77.6 [ 55.0 | 56.6 | 62.6 | 61.6 | 54.4 | 54.9 [ 72.1 [ 68.7 | 51.0 | 73.0 | 72.8 [ 66.1 | 67.6 [ 49.9 | 45.6 | 69.7 | 61.4 | 66.3 | 70.8 | 56.4 | 62.6
RFM [82] 76.3 | 60.1 | 57.5 | 62.0 | 63.2 | 57.6 | 56.4 | 63.3 | 65.7 | 54.4 | 66.3 | 66.8 | 64.5 | 65.7 | 58.0 | 42.7 | 58.6 | 56.7 | 62.4 | 69.8 | 54.8 | 61.1
CLIP [83] 83.4 1 69.7 | 63.8 | 67.0 | 73.7 | 58.6 | 66.2 | 68.9 | 69.8 | 60.5 | 68.2 | 60.8 | 66.2 | 68.0 | 46.4 | 39.4 | 60.8 | 52.8 | 60.9 | 59.7 | 45.8 | 62.4
SIA [12] 76.0 | 54.2 | 56.5 | 65.3 | 63.8 | 54.5 | 56.7 | 68.8 | 63.5 | 58.4 | 67.1 | 70.5 | 62.8 | 64.8 | 51.4 | 48.8 | 55.3 | 58.2 | 60.5 | 69.8 | 53.3 | 61.0
UCF [13] 74.6 | 55.4 | 53.9 | 59.9 | 62.2 | 56.1 | 50.7 | 65.8 | 63.2 | 45.4 | 63.6 | 66.1 | 60.4 | 62.0 | 46.5 | 43.8 | 61.0 | 55.6 | 58.5 | 66.1 | 45.8 | 57.9
IID [85] 80.4 | 56.8 | 58.0 | 63.3 | 64.3 | 52.5 | 55.3 | 66.7 | 66.3 | 52.4 | 70.4 | 68.9 | 57.1 | 62.5 | 45.2 | 40.4 | 44.8 | 52.6 | 58.9 | 69.8 | 49.7 | 58.9
ProDet [51] 80.2 | 57.6 | 61.8 | 63.8 | 68.9 | 61.1 | 61.5 | 69.9 | 68.5 | 70.5 | 69.8 | 69.0 | 67.1 | 67.6 | 51.2 | 45.1 | 61.7 | 59.9 | 69.6 | 74.7 | 56.6 | 64.6
Effort [14] 91.6 | 82.5 | 79.2 | 84.0 | 82.9 | 74.9 | 83.3 | 70.7 | 67.7 | 82.8 | 68.8 | 70.9 | 69.5 | 68.5 | 60.8 | 42.8 | 64.3 | 66.4 | 59.8 | 64.2 | 48.5 | 70.7
Average 80.0 | 61.4 | 60.9 | 66.0 | 67.6 | 58.7 | 60.6 | 68.3 | 66.7 | 59.4 | 68.4 | 68.2 | 64.2 | 65.8 | 51.2 | 43.6 | 59.5 | 58.0 | 62.1 | 68.1 | 51.4 | 62.4
curity threats in ai-generated media,” International Journal of and illegal activities,” in Weizenbaum Conference Practicing
Information Technology and Management Information Systems, Sovereignty: Interventions for Open Digital Futures, 2023.
2025. [4] D. Afchar, V. Nozick, J. Yamagishi, and I. Echizen, “Mesonet:
[2] A. Busacca and M. A. Monaca, “Deepfake: Creation, purpose, a compact facial video forgery detection network,” in IEEE
risks,” Innovations and Economic and Social Changes due to International Workshop on Information Forensics and Security,
Artificial Intelligence: The State of the Art, 2023. 2018.
[3] M. Tahraoui, C. Krétzer, and J. Dittmann, “Defending informa- [5] J. Cao, C. Ma, T. Yao, S. Chen, S. Ding, and X. Yang, “End-
tional sovereignty by detecting deepfakes: Risks and opportuni- to-end reconstruction-classification learning for face forgery de-
ties of an ai-based detector for deepfake-based disinformation tection,” in IEEE Conference on Computer Vision and Pattern
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P # 3 (GFD-BVAL): WA AUC (% ) S50, PRARINEHTE FP4++ (HQ) {4, e CuLEB-DF++

TABLE XII
T

DEEPFAKE J7iE FaEfTit. FRIHEA BT —FIHI 9455 7 5 AR R UNDERSCORE A7 .

Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
2 — =
o, = g
= ey % % 5 ) =
— o — — I=) I~ < )
Elelglg|Y|2|2lzlz|o]i] |z|E|E|E|d|glele|2|B
= S0y Ele| g 2 Bl e lalilalalalE|E|E|o|2) s
2 2 =
g8 |85 |els|dlZz|cl5 Bl |a|g 2|5 |2|g|%|8|F]|¢
c |l s |9 | = | |23 |2 |®= |0 |2 | & s | Z |l |E|lSs|le|lo|a|Z|E| &
T2 | D | E | @ o | B g = | v SIS 29| A 15 |la|a ' S| g g
Detector O|@m|O|E|E|Z2 |G |p|A|e|HE|S3|3|2|B8|l<|a8|R|&|B|&g|&8]|<
MesoNet [4] 53.1|57.3|44.5|46.4|50.6 | 46.4 | 45.0 | 48.8 | 41.9 | 46.8 |44.7|56.5 | 38.6 | 42.8 | 43.1 | 46.3|51.2 | 64.7|41.6 | 51.349.1|43.9|47.9
Mesolnception [4] 65.0 | 62.7 | 56.3 | 63.5 | 67.6|61.7 | 60.0|63.9 | 63.6 | 67.4 | 58.9 | 62.7 | 56.8 | 68.3 | 68.0 | 55.5 | 63.3 | 64.0 | 54.4 | 80.0 | 76.8 | 63.1 | 63.8
Xception [18] 74.0 | 73.8|56.0|78.3|81.6|71.1|54.3|74.4|70.2|82.2|77.1|79.3|59.0|79.8|80.9|75.5|68.7|84.4|64.2|84.6|89.1|57.9|73.5
EfficientNet-B4 [78] | 75.0 | 73.3 | 56.9 | 73.2 | 73.4 | 65.5 | 50.3 | 68.4 | 64.2 | 76.0 | 70.6 | 75.0 | 55.8 | 74.0 | 75.9 | 66.3 | 69.1 | 83.6 | 67.5 | 80.8 | 86.9 | 58.5 | 70.0
Capsule [10] 76.5|67.1|52.9|72.9|72.5|66.7|57.1]69.1|67.9|79.7|74.8|72.9|61.8|76.6|77.4|63.8|68.2|72.3|61.7|86.7|90.0|63.4|70.5
F3Net [11] 72.9|71.5|51.2|73.8|76.5|67.8|51.3|68.1|66.4|80.2|64.4|80.9|56.0|78.9|80.2]69.9|67.9|83.3|55.1|83.9|82.5|56.8|70.0
CNN-Aug [79] 67.5166.9|57.0|67.5|65.4|64.3|62.4|64.3|58.7|68.5|59.0|61.1|53.6|61.4|62.4|52.2|58.0|54.3|53.7|71.9/69.9|59.1|61.8
FFD [26] 68.7|67.2|52.7|70.7|73.2|165.8|47.1|60.4|64.6|74.4|64.4|73.3|51.7(73.2|73.7|71.0|59.8|79.7]63.0|80.6|79.0|52.4|66.7
SPSL [80] 72.9|72.1|59.8|69.5|73.4]72.2|53.9|65.6|62.3|70.4|77.7|65.9|53.5|68.3|68.2]69.2|69.0|72.1|65.3|79.1|83.1|51.7|68.0
SRM [81] 76.0 | 71.7|55.1|76.9 | 82.4]69.5|58.4|68.8|71.6|79.5|74.8|80.4|64.7|79.0|79.5|67.7|68.8|80.1|58.2|84.6|88.1|59.6|72.5
RFM [82] 76.4|81.0|63.2|75.3|82.4|72.5|49.7|76.8|62.4|76.0|70.3|72.5|60.8|73.9|75.4|67.8]|65.2|80.2|60.6|77.4|76.2|51.6|70.3
MATT [24] 72.0 | 68.2|53.1|68.8|74.4|65.6|58.1|60.1|65.5|72.7|68.6|63.2|57.1|68.8|69.9|73.7|61.5|79.5|47.2|76.3|75.8|65.2|66.6
CLIP [83] 82.7174.2165.3|75.5|81.3|74.6|70.7|69.4|75.3|84.1|68.4|81.1|56.6|80.7|82.3|74.9|71.5|79.3|55.0|89.6|81.5|73.4|74.9
RECCE [5] 74.1|76.9]62.3|77.2|84.4|66.7|60.0|73.1|76.3|87.4|76.6|84.3|65.9|84.9|85.4|74.7|70.2|86.7|54.1|88.7|89.6|63.8|75.6
SBI [49] 74.8185.1|57.0|79.2|83.5|73.3|59.7|62.5|68.8|75.3|65.6|78.6|65.7|75.6|77.9]|53.6|64.2|84.7|48.0|84.0|86.5|62.7|71.2
CORE [84] 74.1|73.8|55.5|75.6|83.3|72.4|53.5|70.4|63.6|76.3|73.6|76.3|56.1|76.4|76.7|69.8|63.3|86.2|52.6|80.3|86.1|51.7|70.3
SIA [12] 72.5|62.2|55.1|65.3|65.7]65.9|57.2|63.4|62.1|68.4|61.6|61.2|50.1|65.5|66.8|65.7|65.1[69.0|61.0|75.9|75.5|61.2|64.4
UCF [13] 77.2|75.5|57.0|76.8|79.9|73.6|55.6|70.5|66.9|81.8|72.8|80.3|56.7|79.0|79.8|73.0|65.4|84.4|63.9|81.0|85.3|52.7|72.2
IID [85] 74.7 | 76.7|58.2|75.2|79.5|70.8|57.1|68.869.3|83.2|71.4|80.8|62.3|80.8|81.8|68.5|63.8|80.1|50.5|83.8|82.1|57.2|71.7
LSDA [86] 73.7|77.4|60.1|78.3|78.0|64.2|51.0|71.3|63.3|78.7|66.2|76.0|61.7|75.3|76.4|63.9|67.1|78.2|58.2|77.8|85.2|55.8|69.9
CFM [45] 81.1|80.3|64.4|76.5|78.3|69.9|57.5|77.2|66.4|79.6|66.2|80.8|63.2|81.0|82.5|69.0|71.4|84.9|50.7|85.0|84.5|60.8|73.2
ProDet [51] 84.2 183.8|55.5(79.0[81.9|81.3|52.1|73.7|[51.0|64.5|68.8|67.9|54.7|63.6|66.1|61.0|66.1|81.5|66.4|76.0|86.8|46.3|68.7
ForAda [15] 89.9 184.1|67.5|83.3|87.8|82.1|70.4|86.4|61.6|65.2|71.8|69.4|56.0|69.7|67.3|68.6|58.9|84.3|56.4|72.5|73.8|53.7|71.9
Effort [14] 86.8 | 84.6 | 67.0|80.8|83.7|77.1|67.6|89.7|75.8|83.1|86.2|83.3|59.6|84.7|83.7|81.9|78.1|93.8|78.2|84.9|92.3|65.8|80.4
Average 74.8 |73.6 | 57.7|73.3|76.7]69.2|56.769.4|65.0|75.1(68.9|73.5|57.4(73.4|74.2]66.8|65.7|78.8|57.8|79.9|81.5|57.8|69.4
TABLE XIII
X # 3 (GFD-gvAL): BURZOIN AUC (% ) 45258, Frafkilldssfe FF++ (HQ) EIZ:, H4E CeLeEB-DF++ iy firf

DEEPFAKE 5% il

HITH 24 WL RE 43I B ML A AT UNDERSCORE ¢ H 7R o

Face-swap (FS) Face-reenactment (FR) Talking-face (TF)
2 - =
= 3 = =
- | = s | £ _ . S - | = 2 | —
Elelglg|El4|E|gE g slzlg|2 |5 =|=sl=|f|8
o 0, 0, 5] Qo _ w0, L, [y ) ] = = o = D~ ~ © ) "
2lelelg| &€ 8lelz 8|2 laglslgls|2 &85l al|82|e
& Bl a ) g1 = 2 s < | g el 282|255 % 2|z %
c |l e |Q B |22 |2 |&5 |0 || & s |l |E |||l 3 |ZF|E]|EL
s|le |z |Eg |2 || E|E|l=z|la|>5|S =218 |a|B |5 |als3 Y §1 2|2
Detector O |m | U |« S = |l @d |2 |Aa|l&E | & |3 3 = H | < AR | |&|ls|d] 4
MesoNet [4] 53.2 | 58.0 |44.3|46.2 | 50.7 | 46.2 | 44.7 | 48.8 | 41.3 | 46.3 | 44.0| 56.5 | 37.4 | 42.0 | 42.4 | 45.7| 51.0 | 65.1 | 40.9 | 50.8 | 48.4 | 43.3 | 47.6
Mesolnception [4] 70.2167.0|58.7|68.0|73.3|66.1|63.5|68.4|67.8|73.0|62.4|66.7|60.2|73.8|73.5|56.9|67.2]69.0|55.3|87.0|82.3|67.4|68.1
Xception [18] 81.6(80.1|57.5(85.0|88.1|78.8(55.2|81.0|76.3|89.3|85.3|86.7|61.6|87.4|88.4|80.5|72.6(90.6|67.4|91.8|93.8|59.4|79.0
EfficientNet-B4 [78] | 80.8 | 78.3 | 56.5 | 78.0 | 77.6 | 68.5 | 48.2 | 72.1 | 66.3 | 80.4 | 75.0| 79.9 | 55.4 | 78.8 | 81.4 | 68.7 | 71.1 | 89.1 | 69.6 | 86.9 | 90.7 | 57.8 | 73.2
Capsule [10] 83.5|71.5|52.6|78.3|76.8|71.4(59.2|73.7|72.3|84.7|81.1|78.3|65.9|82.0|83.3|66.7|71.9|77.3]64.0|93.1|95.1|66.2|75.0
F3Net [11] 78.9|76.1|47.8]79.6|81.9|72.3]50.9|71.7|71.0|86.5|68.0|87.1|56.3|85.2|86.4|73.1|70.9|88.3|54.4|91.0|85.8|55.9]|73.6
CNN-Aug [79] 74.2|72.8|61.1|73.5|71.0|70.1|67.3|69.6|62.9|75.2|64.3|65.7|56.5|66.1|67.5|53.7|60.9|57.0|55.2|78.3|75.4|62.9|66.4
FFD [26] 74.2|71.8|53.0|76.0|78.2|71.1|45.4|62.6|68.5|80.6|69.0|79.7|51.8|79.4|79.9|75.3|61.1|85.5|64.6|87.5|84.1|50.5|70.4
SPSL [80] 79.9179.0|63.6|76.2|80.6|79.8|55.3|71.2|67.4|78.2|85.7|72.3|55.1|75.9|76.0|75.1|75.7|79.8|69.5|87.6|90.2|53.4|74.0
SRM [81] 84.0|77.9|56.6|83.7|88.5|77.9(62.6|74.4|79.889.9|81.6|89.2|69.2|88.5|88.7|74.8|73.2|87.5|64.1]94.0|95.1|63.4|79.3
RFM [82] 82.6 | 87.2|65.6|85.5|87.8|78.6|48.6|82.7|65.7|82.0|75.1|77.9]62.9|79.6|81.3|70.9|68.4|85.3|61.8|84.0|79.4|49.6|74.7
MATT [24] 76.0|73.9|53.3|75.4|84.2|68.3|64.2|64.5|75.9|85.0|75.2|74.7|64.7|80.9|82.7|80.7|68.3|90.4|43.4|87.7|89.4|78.2|74.4
CLIP [83] 88.2(79.4|68.3|80.3|86.6|80.1|75.6|73.6|80.1|89.7|73.1|86.0|56.9|85.9|87.4|79.2|74.5|84.3|55.4|94.6|84.6|76.0|79.1
RECCE [5] 82.3|83.6|65.3(83.6|90.0|72.6|62.4|78.4|82.7|94.1|84.0|90.7|70.0|92.2|92.1|79.7|74.4|92.2|54.6 | 95.3 |94.2 | 66.0 | 80.9
SBI [49] 79.4189.9|57.2|84.4|88.3|77.5[61.2|66.0|72.2|79.9|64.4|84.8|68.8|79.8]82.3|50.9|63.9|88.0|45.1|89.2|88.5|61.4|73.8
CORE [84] 80.9 |79.6 | 56.5 | 81.7 | 88.6 | 79.7 | 54.6 | 75.6 | 67.5 | 82.5 | 79.7 | 82.4 | 57.9 | 83.2 | 83.6 | 73.8 | 66.2 | 91.7 | 53.2 | 87.6 | 91.0 | 51.9 | 75.0
SIA [12] 79.2166.9|57.1|70.3|70.8|71.0|60.0|67.4|66.5|74.6|66.1|65.8|51.2|71.2|73.0]69.7|70.1|74.3|64.5|84.2|82.5|65.8|69.2
UCF [13] 83.7(80.6 | 55.4 | 82.1|85.0 | 78.5|56.6 | 74.8 | 71.2/| 87.7 | 78.9|85.9 | 58.0 | 85.5|86.0 | 76.5 | 67.6 | 88.8 | 64.2 | 88.3 | 88.7 | 49.6 | 76.1
IID [85] 80.8 | 82.8160.0 | 80.3|84.5|76.0 |58.6 | 73.4|74.2|89.4|77.3|86.9|65.4|87.2|88.1|71.8|66.0|85.6|49.1|89.9|86.3|57.3|76.0
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